
The John Marshall Law School

Center for Information Technology and Privacy Law

IT 855 TRANSBORDER DATA FLOW

Professor Liisa M. Thomas

Winter 2004/2005
Syllabus

	Class Date
	Topic
	Assigned Reading

	Week One
	Introduction to Cross Border Data Flow Issues: US State Regulation of Sweepstakes 
	GCD Client Memo; Article “Best Used by Expiration Date.”


	
	
	

	Week Two
	Courts’Attitudes Towards Transborder Data Flows

[Kevin Andel]
	GCD Client Memo. 


	
	
	

	Week Three
	US Laws with Transborder Impact: Deceptive Trade Practices Online [Doug MacLean]
	Deceptive Trade Practices Act (15 U.S.C. §§ 41-58). FTC Fair Information Practice Principles; FTC’s “Advertising and Marketing on the Internet: The Rules of the Road”


	
	
	

	Week Four
	US Laws with Transborder Impact: US Legislation on Sending Email Messages [Jose Rodriguez Bonilla]
	CAN SPAM Act, S 877 and Final Rule; miscellaneous FTC cases regarding spam.
 

	
	
	

	Week Five 
	EU Laws with Cross-Border Impact: EU Privacy Directive [John Spence]
	EU Consumers’ Attitudes Towards Privacy; Directive 95/46/EC; Report on EU; Report on Harmonizing Privacy Notices.


	
	
	

	Week Six 
	EU Laws with Cross-Border Impact: EU Email and Ecommerce Directives [Angelia Johns]; Sales Promotion Regulation [Katherine Dawkins]
	Directives 2002/58/EC and 2000/31/EC.
  Proposed Reg. 2001/0227 (COD).


	
	
	

	Week Seven
	Canadian Laws with Cross-Border Impact: Canadian Data Privacy Act [Erik and Maria Fagrelius]
	Canadian Data Privacy Act


	
	
	

	Week Eight
	Transferring Data from the EU to non-EU countries [Soo Yeon Lee – Model contract; Canadian adequacy decision//Kristine Scott – Safe Harbor]
	EU Decision of Adequacy r.e. Canada, EU-US Safe Harbor materials; standard contract clauses for transferring data from the EU


	
	
	

	Week Nine
	Australian Laws with Cross-Border Impact: National Privacy Principles [Brian Beckham]
	The National Privacy Principles, extracted from the Privacy Act of 1988.


	
	
	

	Week Ten
	Comparing the Laws with Transborder Impact: US, EU, Canada, and Australia
	

	
	
	


Grading and Assignments

To receive credit for this seminar, students must read the materials listed on this syllabus in advance of each class session, come prepared for and participate in class discussions, prepare one oral report and class abstract and submit an overall laws summary memorandum.  The oral report, the summary memorandum, and class discussion will each account for one third of a student’s grade for the seminar.
For each session, one or more students will be in charge of presenting to the class an oral report and written abstract of three to five pages summarizing the week’s readings.  Students should be prepared to present for approximately fifteen minutes, and are encouraged to use unassigned sources, such as third party commentary, to prepare their reports and abstracts.  Students may seek additional direction on what sources to use to prepare their reports and abstracts.
The overall laws summary is due on the last day of the session.  The summary memorandum will compare each of the laws discussed in class, and will describe in detail how each country regulates information collection, use, disclosure, storage, and security.  The summary memorandum can be in chart form, and should be three to five pages.
Contact Information

Liisa M. Thomas
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� Will be provided in class.


� Case summaries will be distributed in class.


� Background on DTPA online privacy cases at � HYPERLINK "http://www.ftc.gov/privacy/privacyinitiatives/promises.html" ��http://www.ftc.gov/privacy/privacyinitiatives/promises.html�, Copy of DTPA at � HYPERLINK "http://assembler.law.cornell.edu/uscode/html/uscode15/usc_sec_15_00000045----000-.html" ��http://assembler.law.cornell.edu/uscode/html/uscode15/usc_sec_15_00000045----000-.html�.  Fair Information Practices are at � HYPERLINK "http://www.ftc.gov/reports/privacy3/toc.htm" ��http://www.ftc.gov/reports/privacy3/toc.htm�, Section III(A).  Advertising Rules of the Road are at � HYPERLINK http://www.ftc.gov/bcp/conline/pubs/buspubs/ruleroad.htm ��http://www.ftc.gov/bcp/conline/pubs/buspubs/ruleroad.htm�.


� Act available at � HYPERLINK http://www.spamlaws.com/federal/108s877enrolled.pdf ��http://www.spamlaws.com/federal/108s877enrolled.pdf� and final rule available at � HYPERLINK "http://www.ftc.gov/os/2005/01/050112canspamfrn.pdf" ��http://www.ftc.gov/os/2005/01/050112canspamfrn.pdf�; cases available at � HYPERLINK "http://www.ftc.gov/bcp/conline/edcams/spam/press.htm" ��http://www.ftc.gov/bcp/conline/edcams/spam/press.htm� (read January 11, 2005, July 29, 2004, June 17, 2004, May 6, 2004, and April 29, 2004 press releases).


� Report on Consumer’s Attitudes Towards Privacy Available at � HYPERLINK "http://europa.eu.int/comm/public_opinion/archives/ebs/ebs_196_highlights.pdf" ��http://europa.eu.int/comm/public_opinion/archives/ebs/ebs_196_highlights.pdf�; directive 95/46/EC available in two parts at 


� HYPERLINK "http://europa.eu.int/comm/internal_market/privacy/docs/95-46-ce/dir1995-46_part1_en.pdf" ��http://europa.eu.int/comm/internal_market/privacy/docs/95-46-ce/dir1995-46_part1_en.pdf� and 


� HYPERLINK "http://europa.eu.int/comm/internal_market/privacy/docs/95-46-ce/dir1995-46_part2_en.pdf" ��http://europa.eu.int/comm/internal_market/privacy/docs/95-46-ce/dir1995-46_part2_en.pdf�.  report on Harmonizing Privacy Notices at � HYPERLINK "http://europa.eu.int/comm/internal_market/privacy/docs/wpdocs/2004/wp100_en.pdf" ��http://europa.eu.int/comm/internal_market/privacy/docs/wpdocs/2004/wp100_en.pdf� and appendix at � HYPERLINK "http://europa.eu.int/comm/internal_market/privacy/docs/wpdocs/2004/wp100a_en.pdf" ��http://europa.eu.int/comm/internal_market/privacy/docs/wpdocs/2004/wp100a_en.pdf�. 


� Available at � HYPERLINK "http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/l_201/l_20120020731en00370047.pdf" ��http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/l_201/l_20120020731en00370047.pdf� and � HYPERLINK "http://europa.eu.int/eur-lex/pri/en/oj/dat/2000/l_178/l_17820000717en00010016.pdf" ��http://europa.eu.int/eur-lex/pri/en/oj/dat/2000/l_178/l_17820000717en00010016.pdf�. 


� Most recent proposed regulation available at � HYPERLINK "http://www.noconline.org/downloads/EU%20Document.doc" ��http://www.noconline.org/downloads/EU%20Document.doc�.  Impact analysis at � HYPERLINK "http://www.dti.gov.uk/ccp/topics1/pdf1/salepromriarev.pdf" ��http://www.dti.gov.uk/ccp/topics1/pdf1/salepromriarev.pdf�.  Not required, but FYI, original proposal is at � HYPERLINK "http://www.dti.gov.uk/ccp/consultpdf/reg-en.pdf" ��http://www.dti.gov.uk/ccp/consultpdf/reg-en.pdf�.  


� Available at � HYPERLINK http://www.privcom.gc.ca/legislation/02_06_01_01_e.asp ��http://www.privcom.gc.ca/legislation/02_06_01_01_e.asp�.  Also read � HYPERLINK http://canada.justice.gc.ca/en/news/nr/1998/attback2.html ��http://canada.justice.gc.ca/en/news/nr/1998/attback2.html�. 


� Materials available at � HYPERLINK http://www.export.gov/safeharbor/sh_overview.html ��http://www.export.gov/safeharbor/sh_overview.html� and � HYPERLINK http://www.export.gov/safeharbor/sh_documents.html ��http://www.export.gov/safeharbor/sh_documents.html� (from this page, print I(B) (both documents), all documents listed in I(C) and I(E). Standard contract clauses available at � HYPERLINK "http://europa.eu.int/comm/internal_market/privacy/docs/modelcontracts/c-2004-5271_en.pdf" ��http://europa.eu.int/comm/internal_market/privacy/docs/modelcontracts/c-2004-5271_en.pdf�; Decision of adequacy regarding Canada’s law available at 


� HYPERLINK "http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/l_002/l_00220020104en00130016.pdf" ��http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/l_002/l_00220020104en00130016.pdf�.


� Available at � HYPERLINK http://www.privacy.gov.au/publications/npps01.pdf ��http://www.privacy.gov.au/publications/npps01.pdf�.






