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Syllabus
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Course description

This one-credit seminar will explore the nature of theft of medical identity, and the impact on
victims and on society. We will also discuss legal, technological, and procedural measures to
prevent medical 1D theft from occurring and to minimize the impact when it does occur.

Course materials

1. Recommended text for those who have limited background or experience with privacy
concepts:
a. John T. Soma, et al, Privacy Law in a Nutshell, Thomson-West (2008).
2. Required readings (to be completed prior to the first class meeting on April 30, 2010):
a. Articles on pages 3 — 25 (click on and read the embedded links for additional
information)
b. Cases — see citations on page 26
HHS Statement - http://www.hhs.gov/asl/testify/2010/03/t20100304a.html

Grades and course requirements

Grades will be based on class participation (40%) and a final paper (60%).

Class participation

Class participation will be judged based on active participation and thoughtful discussion of the
material, group discussions, class exercise, pre-reading and the homework.

Final Paper

Each student must complete an original, well-researched paper that expresses a novel idea for
resolving an issue or problem. The problem statement will be distributed and discussed in class.
The ideal paper will offer suggested solutions to a problem and justify the solution with
authority, citing applicable law, policies or theories. The paper must be submitted in publishable
form —i.e., fully edited, with correct grammar and spelling, proper citations, and supporting


http://www.hhs.gov/asl/testify/2010/03/t20100304a.html

materials (statutes, appendices, etc.) if appropriate. There is no length requirement but this topic
will likely require at least 10 pages (not including citations) to adequately address the issue.
Remember quality is more important than quantity.

e Papers will be evaluated on the basis of clarity of analysis, persuasiveness of
argument, depth of research, originality of thought, readability, and
understanding of the course materials. Proper use of authority is required
(footnotes preferred).

e The instructor is available to discuss questions regarding papers in person
immediately after the class and through email afterward.

e Papers are due on or before 11:59 pm, May 19", 2010.

Syllabus (subject to change)

You are not required to brief cases or memorize statutes. Just familiarize yourself with the
material and be prepared to discuss the issues.

Day 1
l. The Problem
e Medical identity theft
e Medical identity fraud
. Why should we care?
e Economic harm
e Social harm
e Personal/Physical harm
e Impact on society
1. The legal and regulatory landscape
Day 2

V. How Do We Prevent Medical ID Theft?
e How do you know when you are a victim of medical identity theft?
e How can you reduce your risk of becoming a victim?
e Consumer education
e What can we do about the problem?
e Advice for victims (practice tools)
e Proactive/Prevention techniques:
o Consumers
o Healthcare providers
o Healthcare payers
V. Final Paper (details will be discussed during class)



a. Articles




Medical identity theft: Fastest growing fraud
can be deadly

Lita Epstein
Jan 2nd 2010 at 3:00PM

While you're probably well aware of identity theft and its impact on your credit, you may

not be aware of a type of identify theft that can be even more harmful to you personally --
medical identity theft. You may not only end up with bills incurred by the person who steals your
identity, but the crime can even prove fatal.

When someone uses your identity, incorrect information gets into your medical files. When you
seek care you can end up with the wrong medical history, wrong blood type, wrong allergies and
other errors that could end up being deadly for you.

In many cases the ID thieves steal your personal information to make money by filing fraudulent
claims against your own health policy. Medical 1D thieves often get your personal information,
such as your health-insurance number and Social Security number, from employees at medical
facilities. The information is then resold on the black market. Another way they get the
information is to hack into medical databases. For example, at one medical clinic in Weston,
Florida, a front desk clerk downloaded information of more than 1,100 Medicare patients and
gave it to a cousin who made $2.8 million in false Medicare claims.

Many times you'll never know you are a victim of Medical ID theft, which can cost you
thousands of dollars, unless you check your medical records closely. In most case you won't even
know of the fraud until after the damage has been done.

As many as 500,000 Americans have been victims of medical identify theft, according to the
World Privacy Forum. Medical identity theft is growing rapidly . The Federal Trade Commission
received almost 19,500 reports of medical ID theft between January 1992 to April 2006. About
one every four reports were received in 2006.

There are a number of ways Medical ID thieves steal your identity:

« Bill your health plan for fake or inflated treatment claims. Often these crooks are
doctors or other medical personnel who know how the insurance billing system works.
Organized theft rings also are involved. Using stolen information they buy on the black
market, they set up fake clinics to file bogus claims.

e Use your identity to buy prescription drugs. They then sell these prescriptions or use
them to feed their own addictions. For example, dishonest pharmacists might bill your
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policy for narcotics or nurses may call in prescriptions in a patient's name but pick it up
themselves.

o Get free treatment. Medical ID thieves who don't have their own health coverage can
use your identity to get free medical treatment based on your policy. They sign into a
hospital or clinic using your identity and your policy receives the bills.

If you become a victim of medical identity theft, you may find that the thieves built up large
hospital bills in your name and then disappear without paying the bill. This can ruin your credit.
You may find it take months or even years to straighten out the problem. While you clean up the
mess, you'll be hounded by bill collectors and could even get turned down for a car loan or
mortgage, or you could be stuck with higher loan costs. You also could lose a job because many
employers check your credit history.

These fraudulent claims can even max out your health policy benefits and leave you with no
coverage in a medical emergency. Or you could be denied treatment or an expensive operation
because your coverage has been maxed out. In addition the inaccurate information in your
records from this theft could include the wrong blood type or medicine to which you're allergic.
You life can actually be put on the line if you're given the wrong medication or blood type in an
emergency.

Long term these false medical claims could result in your being denied health insurance in the
future or increase your health insurance claims dramatically.

How can you fight back?

1. Check your explanation of benefits each time you get them from your insurer. Be sure
they include the doctors you have actually seen and the treatments you have actually
received. If you don't recognize something on the bill, call your insurer immediately.

2. Get a yearly statement from your insurer listing all benefits paid out under your policy for
the past year. Some insurers give you access to this information online. Check it regularly
for any irregularities. The sooner you catch a medical identity thief the better it will be
for you. You'll also have less of a mess to clean up.

3. If you think you might be a victim of medical ID fraud, get a copy of your records from
your doctor, hospital, pharmacy and laboratory so you'll have the proof you'll need about
your actual medical identity and can use it to prove the fraud. You must clean up those
fraudulent records to be sure you aren't treated inappropriately, especially in an
emergency situation where information about the medical thief may be used to treat you
with the wrong blood or drugs.

4. Check your credit reports with the three major credit reporting agencies -- TransUnion,
Equifax and Experian. You can do that for free once each year at annualcreditreport.com.
Look for billings from medical doctors, clinics or other medical facilities that you did not
use. Report the fraud to the credit reporting agencies and ask that a fraud alert be put on
your credit file.

5. Correct any false medical reports immediately. Check with your physician, local
hospitals, medical labs and any other medical facility you frequent to be sure they don't
have the inaccurate information.



https://www.annualcreditreport.com/cra/index.jsp

You may find this a daunting task. While federal law does require that patients be allowed to
correct medical records created by your current medical provider or insurer, a hospital or insurer
that later receives your information doesn't have to correct its records -- even when they're
wrong. You do have the right to have your records state that you disagree with the information,
and why. Be sure your complaint is entered into your medical records.

File a police report immediately to notify law enforcement a crime may have been committed.
Also send the report to your insurer, medical providers and all credit bureaus. You should also
file a medical identify theft complaint with the Federal Trade Commission (FTC) or call the
FTC's toll free hotline at 1-877-IDTHEFT (438-4338).

Medical identity theft can cost you your life. Don't allow friends without insurance to use your
insurance card. Be sure to act quickly to clean up any sign of identity theft.


https://www.ftccomplaintassistant.gov/

Medical Problems Could Include Identity
Theft

By WALECIA KONRAD

Published: June 12, 2009

Brandon Sharp, a 37-year-old manager at an oil and gas company in Houston, has never had any
real health problems and, luckily, he has never stepped foot in an emergency room. So imagine
his surprise a few years ago when he learned he owed thousands of dollars worth of emergency-
service medical bills.

Michael Stravato for The New York Times

Brandon Sharp, of Spring, Tex., learned he was a victim of medical 1.D. theft only when he
applied for a mortgage and discovered debts on his credit report for emergency room visits at
places in the country he had never been.

Related
Mr. Sharp, as it turned out, was a victim of a fast-growing crime known as medical identity theft.
At the time, Mr. Sharp was about to get married and buy his first home. Before applying for a

mortgage he requested a copy of his credit report. That is when he found he had several
collection notices under his name for emergency room visits throughout the country.
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“There was even a $19,000 bill for a Life Flight air ambulance service in some remote location
I’d never heard of,” said Mr. Sharp, who made this unhappy discovery in 2003. “I had
emergency room bills from places like Bowling Green, Kan., where I’ve never even visited. I’'m
still cleaning up the mess.”

The last time federal data on the crime was collected, for a 2007 report, more than 250,000
Americans a year were victims of medical identity theft. That number has almost certainly
increased since then, because of the increased use of electronic medical records systems built
without extensive safeguards, said Pam Dixon, executive director of the nonprofit World Privacy
Forum and author of a report on medical identity theft.

And uncountable, Ms. Dixon said, are the people who do not yet know they are victims. They
may not know that their medical information has been tampered with for months or even years
until, as in Mr. Sharp’s case, it shows up in collections on a credit report.

Medical identity theft takes many guises. In Mr. Sharp’s case, someone got hold of his name and
Social Security number and used them to receive emergency medical services, which many
hospitals are obliged to provide whether or not a person has insurance. Mr. Sharp still does not
know whether he fell victim to one calamitous perp who ended up in several emergency rooms
or a ring of accident-prone conspirators.

In another variant of the crime, someone can use stolen insurance information, like the basic
member 1D and group policy number found on insurance cards, to impersonate you — and
receive everything from a routine physical to major surgery under your coverage. This is
surprisingly easy to do, because many doctors and hospitals do not ask for identification beyond
insurance information.

Even more common, however, are cases where medical information is stolen by insiders at a
medical office. Thieves download vital personal insurance data and related information from the
operation’s computerized medical records, then sell it on the black market or use it themselves to
make fraudulent billing claims.

In a widely reported case in 2006, a clerk at a Cleveland Clinic branch office in Weston, Fla.,
downloaded the records of more than 1,100 Medicare patients and gave the information to her
cousin, who in turn, made $2.8 million in bogus claims.

When people are not aware their medical identities have been stolen, insurance companies may
simply continue to pay the fraudulent claims without the victim’s knowledge. The person might
learn of the fraud only when trying to make a legitimate claim, and the insurance company
informs them they have reached their lifetime cap on benefits.

Or victims may eventually discover erroneous information in their medical files during a doctor
or hospital visit. And that may pose a bigger danger than the financial risks. The medical records
may now contain vital information like blood type, allergies, prescription drug use or a history of
disease that is just plain wrong. In an emergency, doctors could treat you based on this erroneous
information.
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And there are none of the consumer protections for medical identity theft victims that exist for
traditional identity theft. Under the Fair Credit Reporting Act you can get a free copy of your
credit report each year, put a fraud alert on your account and get erroneous charges deleted from
your record. If your credit card is stolen and the thief goes on a spending spree, you’re not liable
for more than $50 worth of the charges.

With medical identity theft, though, the fraudulent charges can remain unpaid and unresolved for
years, permanently damaging your credit rating. Under the federal law known as Hipaa — the
Health Insurance Portability and Accountability Act — you are entitled to a copy of your
medical records, but you may have to pay a hefty fee for them.

Worse, Hipaa privacy rules can actually work against you. Once your medical information is
intermingled with someone else’s, you may have trouble accessing your files. Privacy laws
dictate that the thief’s medical information now contained in your records must be kept
confidential, too.

Even when you are able to correct a record, say in your doctor’s office, the erroneous
information may have been passed on to dozens of other health care providers and insurers.
Victims must track down and resolve these errors largely on a case-by-case basis, Ms. Dixon
says.

Medical providers contend that they are taking precautions against identity theft. At Cleveland
Clinic, for example, security personnel routinely audit electronic medical record systems and all
records are password-protected. Many Blue Cross Blue Shield insurers use software to screen for
spikes in claims from providers that look suspicious. They also work with providers on
encrypting medical files and carrying out data access restrictions, said Calvin Sneed, senior
antifraud consultant at the Blue Cross and Blue Shield Association.

And some medical centers and doctors’ offices now require patients to show photo ID and attach
photos to patient charts.

But privacy advocates worry that these steps do not go nearly far enough, especially in light of
President Obama’s plans to spend $20 billion to increase the use of electronic medical records
nationwide as part of the stimulus package. “Without aggressive safeguards, we could be
building an infrastructure for massive medical fraud,” said Ms. Dixon.
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Report: HHS must lead medical identity theft
fight

January 26, 2009 — 11:09am ET | By Anne Zieger

Medical identity theft poses a serious challenge for providers, who are increasingly finding that

both outsiders and employees may steal patients’ financial and insurance information. However,
a new report suggests that providers shouldn't try to handle the issue alone, and suggests that the
federal government should lead these efforts instead.

The report, which was funded by HHS and prepared by Booz Allen Hamilton, argues that the
federal government should take medical identity theft as seriously as the interoperability,
governance and privacy/security issue concerns already on the table. After all, the authors note,
medical identity theft poses not only financial risks to patients, but can also harm their health, as
compromised records could contain inaccurate health information.

The consulting firm makes 31 recommendations for national policy on medical theft, including
one that says government should create a public-private task force addressing medical identity
theft concerns. It also recaps standard precautions health IT managers should take, including
developing automated audit trails listing who accessed records and flagging users who use data
inappropriately.

Comments

¢ One potential benefit of the implementation of an electronic medical record is that it quickly
becomes more evident to everyone who uses it that everything done in the system is transparent,
ie, auditors can see exactly who has accessed what. The most secure system in the world still
depends on people with legitimate access maintaining confidentiality and having no malicious
intent. Publizing breaches in security and the means by which they’re detected may be a
powerful motivator of HIPAA compliant behavior.

http://happinessinthisworld.com
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— Alex Lickerman, M.D.

e 2.June 12,2009 1:20 pm Link

| have a fax number that begins with a prefix that is the same as the area code in California for a
large number of insurance companies. On a semi-regular basis | get faxes that contain names,
social security numbers, DOB, full medical records, lab reports, prescriptions, full insurance
info, etc. Nearly every hospital where | live has sent faxes like this. It is amazing how careless
medical providers are with this kind of information.

— Robert

e 3.June 12,2009 1:48 pm Link

“...because many doctors and hospitals do not ask for identification beyond insurance
information...”

Interesting. At the internist’s office at which I have been a patient for several years, you can’t get
past the receptionist’s desk without letting them see and record driver’s license information when
providing a check, debit card, or credit card to make the co-payment.

— Donald Latham

e 4.June 12,2009 2:31 pm Link

i had a medical ‘identity theft’ long before electronic records. i went into a clinic one day and
they had a record that i had been there at a time that i was not even in the state. apparently the
other me had had a procedure (reproductive related) and had given my name and address.

— dina

e 5.June 12,2009 3:33 pm Link

auditors can see exactly who has accessed what

Yeah-too late! And being on a bunch of networks, to me, makes the info more vulnerable. |
know, | am a crank. | hate

giving my SS to the doctor or hosp. They are so nosy about everything! And people just go along
with it.

— Star

e 6.June 12,2009 3:35 pm Link

PS Andif they do copy your ID or license to confirm they checked that you are you, that is just
more stuff in there for people to take.
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— Star

e 7.June 12,2009 4:20 pm Link

Another argument for single-payer universal health care. There would be absolutely no motive
for this.

— jane (originally from US, now in UK)

e 8. June 12,2009 4:23 pm Link

“Privacy laws dictate that the thief’s medical information now contained in your records must be
kept confidential, too.”

I guess that it follows that one should get copies of all of their records before callling any of
them to question in order to not get blocked out of what’s theirs when the going gets ambiguous.

— Jeff Sutter

e 9.June 12,2009 5:16 pm Link

This is yet another argument against insurance companies and for a government run health care
system. Few would ever commit this crime if the consequences of not having insurance were not
so expensive. The level of corruption created is abhorent. Now we must create expensive
systems to protect against this kind of fraud and grow a personal paranoia about it. And who
benefits? How does this benefit patients (as opposed to merely limiting harm)? Maybe we should
create a better way to tackle health care, one that prevents fraud by making it unnecessary. In my
mind this type of crime in analogous to stealing a loaf of bread when hungry. It is still wrong but
understandable.

— Rachael Moller

e 10.June 12, 2009 5:56 pm Link

My employer dropped the HMO I was with from its provider list, so | requested my medical
records (which they charged 50 cents per page for) so | could transfer them to my new doctor.
Along with my records, | received about a dozen pages for another patient! When | called to
return them, they wouldn’t give me back my 50 cents per page, so I kept them!

Now I check all my insurance claims on line — even if there is no co-pay due, I can track what
my employer is being charged, and make sure | recieved all the services listed.

— Robert

e 11.June 12,2009 6:05 pm Link
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Poster # 2 writes; | have a fax number that begins with a prefix that is the same as the area code
in California for a large number of insurance companies. On a semi-regular basis | get faxes that
contain names, social security numbers, DOB, full medical records, lab reports, prescriptions,
full insurance info, etc.

I do too! My phone number is one digit away from a local doctors office number. For awhile |
was getting ten and twenty faxes a day. Now it’s only a few a year, but these sometimes contain
very sensitive information!

— Todd Fox

e 12.June 12, 2009 10:15 pm Link

As a medical student I’ve often been given the task of tracking down some patient info during
their stay at an outside hospital before transfer to my institute. All I’ve been asked to provide is
the patient’s name and birth date after I tell them I’m at the hospital currently treating the patient,
and then I get the info | need faxed to the number I provide. Which is great for getting things
done, but concerning regarding patient privacy. I don’t think I’ve had any SSNs or credit card
numbers on these papers, just lab and diagnostic results, but still...

— KK

e 13.June 12,2009 10:22 pm Link

WELL. I have not (as far as [ know) been a victim of “medical identify theft.”

| assume that this has been expedited by electronic/computer innovations. This can be extremely
helpful to patients and physicians — even prove to be life-saving. And, it can expediate

appropriate diagnosis and treatment.

But, as with many positve developments: there are usually unexpected unintended consequences
which eventually manifest themselves.

So, you allude to some of them in your essay.

The positve/risk ratio most be analyzed and remediations may have to be introduced. I think that
the positive aspects will and should outweigh the negative — even with no improvements with
this situation.

— David Chowes, New York City

e 14.June 12,2009 11:58 pm Link

Do not go to a doctor and then there is no worry.

No risk.
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No fear.
No chance of becoming another medical care kill statistic.
No chance of being infected.

No chance of failing the ultimate heart stress test: reading the bill, statement or [un]Explanation
of Benefits forms.

No need to spend time getting denied claims paid.
No need to wait in the reception area so you can be seen in five minutes of less.

No chance of getting run over by the drug representative who just delivered pizza for the staff, a
bunch of goodies for the doctor and drug samples that were not provided to the drug connection
on the corner.

No need to call to arrange appointments with referrals (specialists, tests and therapists.
No need to worry how you will do on those tests.

Or you can go to the medical doctor and complete insurance coverage forms, give a thumb print,
have profile and frontal camera pictures taken, provide your Social Security card and driver’s
license, your bank account information, your mother’ s maiden name (never your father’s),
personal data on next of kin, sign an affidavit that your have no other medical care insurance,
provide all other medical care insurance if you have any, and sign a form that you are responsible
for all fees and charges including those that :

1) were not needed

2) were dangerous

3) were ineffective; without scientific validation or evidence

4) more expensive than alternative tests and treatments

5) were needed because of mistakes, errors and malpractice

6) were never ordered

7) were ordered but never done

8) include up to 40% for overhead, administration, marketing, insurer profits and programs to
justify denying your claim

9) were for visits that you did not show for at appointment time

10) not explained to you

11) done without your knowledge

12) include 5%-10% for the insurer’s executives’ outlandish retirement package

It is as TPP says your choice to do those little things to improve or maintain your own wellness
and health.

P.S. Worry is an unhealthy mental and/or emotional response to any bump in the road of life.
Take that words worry and stress out of your thinking and actions. When confronted with a
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situation you can do nothing about, prepare for any anticipated consequences or ignore it. If there
is something you can do, do it.

Worry will not solve any issue and worry will not make it go away. In this way you make room
for healthy attitudes. Healthy attitudes affect your health positively. Worry is an unhealthy
attitude and will just cause more unhealthy body and cellular responses.

Again, those little things.......
—edg

e 15. June 12, 2009 11:59 pm Link

The push for electronic medical records can benefit patients but in addition to identity theft, such
a data base would be a treasure trove for insurers, pharmaceutical firms, and even private
investigators. | think it would be revealing to look at all the political forces that are behind this
move.

As with traditional identity theft, relief may come when laws are enacted that penalize those who
mistakenly grant access. As it is, those who are victimized have the “right” to work their butt’s
off trying to clear up the mess made by someone else’s mistake. If the duped provider of the
information is held liable and responsible for the theft, then things would change.

If a creditor mistakenly issues credit in your name, then they couldn’t tell you to obtain a police
report, for example. You could tell them, “No, you get a police report. It was you who was
ripped-off when you failed to verify, properly, my identity.” If the Congress will enact tougher
laws that mandate that records custodians quickly and freely correct the records in light of the
thefts, then the public could rest a little easier; if electronic records are so good for the providers,
then they should assume all the liability and pay-up when they err.

— socks

e 16.June 13, 2009 12:28 am Link

l, too, was a victim of medical identity theft. It happened a few years back... I was being seen at
the time by an eminent shrink at the VA for various highly-treatable illnesses.

He used to record his encounter notes on a laptop (an ASUS netbook, | believe it was) running
the mumps-based open-source VistA application — which was subsequently stolen by some
cowardly thief... I believe it was a registration department clerk.

During the course of many sessions, I revealed to him all my personal frustrations... at the recent

loss of a job, and especially the rejection and humiliation I suffered from an aloof and elusive
girl I was half-heartedly chasing at the time.
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| pored my heart out about my frustrated career ambitions, and especially about how my business
competitors and investors had been conspiring to undermine my dreams of launching a
successful startup. I sure had some big ambitions back then...

(I was practice manager for a small medical billing company at the time, but we dreamed big...)

The scoundrels who stole my identifying information proceeded to launch a smear campaign,
defaming my reputation wide-and-far. My credit triple-score was abysmal — even worse than my
SATs...

They posted all kinds of false information about me on various blogs... teasing me relentlessly
about my ill-fated romantic escapades with the aforementioned girl.

All I can say is, before anyone considers using some type of online medical record tool, make
sure your hosting provider has been certified as being compliant with the appropriate information
security standards.

— Mikhail

e 17.June 13, 2009 12:38 am Link

When YOU are the one owing tens of thousands of dollars to places youve never been, with a
credit rating of 600 because of someone else, and get a blood transfusion with the wrong blood
type because someone else’s information is in your file, you may have a different perspective.

These things can have life-long ramifications. That credit rating can keep you from ever getting a
place to live, a job, a car, or any loan. The aggravation of trying to prove you don’t owe the
money can cause pressure and stress that leads to physical symptoms. And then you can’t get
medical care because your thief has reached your lifetime maximum, so maybe getting that
wrong blood transfusion and dying is a relief!

At the very least, we need legal protection from fraudulent charges and insurance coverage
restored.

— Sharon

e 18.June 13,2009 2:10 am Link

In San Antonio Texas, every medical provider asks for and xeroxes your driver’s license or other
government ID before providing services. | heard that this has begun in other states.

Faking government ID is forgery, a felony.

San Antonio have publicly funded health care, but you tend to get an intern or resident and with
longer waiting times.

On the other hand, using someone else’s medical data can have fatal consequences for the real
person or the imposter, so it has to be stopped.
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— mike
e 19.June 13, 2009 6:57 am Link

Rachael Moller, I wonder how forgiving you would be if you were the victim. This is not
comparable to a loaf of bread.

— Len

e 20.June 13,2009 7:00 am Link

Perhaps we should schedule yearly inspections of our medical records, as well as our credit
reports.

Although I seldom go to the doctor, a couple of years ago | was hospitalized after an accident
and on reading my record, discovered that my PPC had arbitrarily decided | suffered from
COPD, even though I’d never consulted her for breathing difficulties nor been tested or
medicated for respiratory problems.

— ach

e 21.June 13,2009 7:27 am Link

Health Care = Strong National Defense!

Public health care is a national defense issue. By providing health care to all, we insure that in
our hour of need we have strong healthy women & men that are ready to protect our country.
Framing health care around strong national defense should have full support from all sides.

— larry

e 22 June 13, 2009 8:48 am Link

Ontario, and | believe all provinces have individual medical 1.D. cards with hologram as with our
money and credit cards. This has cut down on health care fraud considerably the last 15 yrs and
must be presented at every process of your health care including doctor visits, hospital tests,
absolutely everything. We also have electronic records which enable our doctors, medical staff to
access when needed.

Undocumented peoples must pay cash to receive treatment. This is a simple, effective,
streamlined process that is fast and accurate. Much needed in U.S.

— whitehawk

e 23, June 13,2009 8:49 am Link

17


http://well.blogs.nytimes.com/2009/06/12/a-new-patient-worry-medical-identity-theft/#comment-332687
http://well.blogs.nytimes.com/2009/06/12/a-new-patient-worry-medical-identity-theft/#comment-332689
http://well.blogs.nytimes.com/2009/06/12/a-new-patient-worry-medical-identity-theft/#comment-332693
http://well.blogs.nytimes.com/2009/06/12/a-new-patient-worry-medical-identity-theft/#comment-332701
http://well.blogs.nytimes.com/2009/06/12/a-new-patient-worry-medical-identity-theft/#comment-332703

I got “This is not a bill” statements at my home in Maryland for a man in Florida, except the
treatments were ones | was receiving. Finally figured out the numbers the insurer had assigned us
were the same except for an internal transposition. Even knowing that, it was hard to convince
the insurer that neither the man nor | wanted our information shared, and I was not his
dependant. Now I notice these same forms don’t say what the treatment was, except in the most
generic terms — office visit, laboratory test — which makes it much harder to track whether the
services are ones | received or not.

— Kate

e 24, June 13,2009 10:05 am Link

Remove the motive for the crime by implementing single-payer mandatory health insurance.
If everybody has coverage, there will no reason to steal it.

— emr

e 25, June 13,2009 11:16 am Link

In a system like ours where the uninsured must pay exorbitant prices to receive care, your can’t
really blame people for finding (illegal) ways to pay for care. Health care is a right, not a
privilege. No one should be in a position where they can’t afford life-saving treatments and
medication, an no one should be punished if they “steal” essential, life-saving medical services.
Our system needs a major overhaul.
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August 12,2009

Medical Identity Theft Proves Costly

Recent reports have shown how victims of a medical identity theft can face financial ruin.
Medical identity theft occurs when an identity thief uses social security number of a victim to
obtain medical care, services, products, insurance benefits or insurance. The victim is saddled
with a huge bill. To prevent this, consumers are being advised to review their medical records
annually including their Medical Information Bureau (MIB) consumer profile as well as medical
bills and health care statements looking for treatments and procedures that they did not receive.
EPIC has testified before Congress urging that safeguards against medical identity theft be
implemented because the damage arising from the crime is severe, and recent efforts to digitize
all medical records exposes increasing numbers of Americans to risk.
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Recent identity theft statistics and exactly what identity theft is.

It has been said that identity theft is the largest white collar crime in the history of the United
States. It's been reported by the Federal Trade Commission that, "1 in 6 Americans will be a
victim of identity theft this year alone. In the last twelve months 9.93 million people have had
some type of identity theft crime committed against them. Victims spend on average $1,200 in
out-of-pocket expenses and an average of 175 hours in your efforts to resolve the many problems
caused by identity thieves.” Criminal identity theft occurs when an imposter gives another
person's name and personal information such as a drivers' license, date of birth, or Social
Security number (SSN) to obtain a job, housing, money, goods, or other services. Or the
imposter may present to a counterfeit license or form of 1D containing another person's data.
There are 5 different types of identity theft and most people are unaware of all of them!

The five types of identity theft

1. DEPARTMENT OF MOTOR VEHICLES- Identity thieves could obtain a drivers license in
your name and accumulate traffic tickets in your name, and could possibly get a DUI under your
license and not show up in court.

2. SOCIAL SECURITY- an identity thief could use your social security number for employment
purposes and you could get the tax bill. Many illegal aliens are buying many americans name
and SSN. There are now 11 million illegal aliens in USA Today. Most of them are working
under some one else's name and birth certificate. They could file taxes under your name and get
the instant on line refund.

3. MEDICAL INFORMATION BUREAU- an identity thief could use your personal information
to obtain prescriptions or medical help which reduce your available benefits. This area of ID
THEFT is growing rapidly as more and more people are unable to afford health insurance. They
could get an aids test in your name which would go into the MIB.

4. CRIMINAL IDENTITY- an identity thief could use your information to escape fines or jail.
You could find that you have a criminal record for bad checks, shoplifting, pornography,
prostitution etc.

5. FINANCIAL IDENTITY - an identity thief could use your information to obtain money,
goods or services leaving you with the bill. They could lease a car hi your name and not return it.
They could purchase vehicles, real estate, etc.

How to help avoid being a victim of fraud or identity theft
First, every household needs a shredder, you need to purchase one if you don't have it.
"Dumpster diving", is a older method, but it's still the 1# way criminals get our information. The

shredder will help eliminate the amount of information thieves can get from your garbage.
Secondly, get updated anti-spy, or anti-theft software for your computer. Out dated software
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could compromise alot of what you hold dear. Also, never give out personal information over the
phone. How can you tell that someone is who they say they are, if it is over the phone. Lastly,
invest in some identity theft protection and restoration insurance. Many companies only offer to
monitor your financial identity, and only alert you of activity on your credit report. Remember
that monitoring is not the cure to identity theft, because you still have been a victim! Identity
theft protection and restoration is the only answer to this problem! Simply put, monitoring will
only alert you of the problem. In most cases the amount of the fraud is in excess of thousands of
dollars. So without a lawyer most financial institutions are hesitant to just remove the charges.
Which could take weeks, months, or even years to fight on your own! So if you have an identity
theft problem, you now have a legal problem. Restoration is the only solution to identity theft!

3. What are ways the thieves get personal information?

1. Dumpster diving- Thieves will steal your information from paperwork that hasn't been
properly disposed of. They may dig through your trash, company dumpsters, or even the city
dump looking for personal information.

2. Phishing and Pretexting- These are similar methods of identity theft. Pretexting is where a
person pretending to be with a legitimate company, like your insurance company, will call and
try to get you to verify your account numbers or even your SSN. Phishing is basically the same
except the thief will send you an email instead of calling you.

3. Shoulder surfing- This is where the thief will look over your shoulder when making
transactions, at the ATM for example. They may even use devices like cell phones to record you
without your knowledge.

4. Social Network Websites- While most adults are careful about the information they post on
sites like MySpace, several teenagers and even some unknowing adults put them selves at risk of
identity theft everyday. ldentity thieves find names, addresses, and even birthdates on popular
sites and use them to commit identity fraud.

5. File Sharing or Peer to Peer Software- The people accessing your music files also have access
to other files on your computer.

6. Bogus Job Offers- Thieves will place fake employment ads and get you to fill out an
application, including your social security number.

7. Fake sweepstakes or lotteries- These offers are usually sent by email and claim that you've
won the Canadian lottery or some other sweepstakes that you've never actually entered.

8. Hacking- If you're computer isn't properly secured, a hacker can get access to all of the

information you have stored. Hackers also get information by hacking the computer systems of
organizations to get large quantities of information at once.
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9. Stealing mail- This is similar to dumpster diving, except the thieves will actually steal your
mail directly from your mailbox. They steal bank statements, pre-approved credit card offers,
etc.

10. Lost or stolen personal items- It's pretty obvious how thieves steal your identity by stealing
your wallet, PDA, or laptop. The same goes when you lose your personal items.

11. Working in your home- This may be one of the most invasive ways to get information.
Contractors or other workers may find and use account numbers or other information you have
out in plain view.

12. Changing your address- The thief will often forge your signature to have your mail
forwarded to another address. They will then get information from your bank statements, or they
may apply for your pre-approved credit card offers.

13. Copying information during transactions- Dishonest company employees will sometimes
steal your credit card information while processing your transactions. They can do this when
you're at the company or when you give your information over the phone.

14. Credit report- Thieves may pose as a potential employer or landlord to get a copy of your
credit report. They can find out a lot of your information this way.

15. Reading RFID- RFID stands for radio frequency identification. RFID tags can be found on
certain credit cards and other types of cards. Thieves build RFID readers that, if within proper
range of you, can get the information off of your card. Whether it be by telephone, internet,
wallet theft, dumpster diving, or a company you trusted mishandling your personal information,
these thieves are getting more and more creative by the day!

4. Medical Identity Theft can be an individuals worst nightmare.

Imagine applying for the job of a lifetime, and you cannot get it because someone used your
social security number. Getting an infectious disease treated in your name. Or worst yet, a
diabetic steals your insurance information and uses it. If you were hospitalized and unable to
speak...in this case the right or wrong medical information in your chart could be the difference
between life and death. Medical identity theft currently accounts for just 3 percent of identity
theft crimes, or 249,000 of the estimated 8.3 million people who had their identities lifted in
2005, according to the Federal Trade Commission. But as the push toward electronic medical
records gains momentum, privacy experts worry those numbers may grow substantially. They're
concerned that as doctors and hospitals switch from paper records to Electronic Medical Records
(EMRs), as they're called, it may become easier for people to gain unauthorized access to
sensitive patient information on a large scale. In addition, Microsoft, Revolution Health, and,
Google in 2008 have announced they're developing services that will allow consumers to store
their health information online. Consumers may not even know their records have been
compromised. This could be a nightmare, and with EMRs medical identity theft will happen
more and more all over the country.
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5. Is it possible for somebody to get information and use it for child identity theft?

Yes, if thieves get a social security number of a minor anything is possible. The birth date is just
changed by the thieves. Thieves like to target children because their credit files are untouched
and almost never checked. As parents, we don't even think to check it. Even before identity theft
became so prominent in the 21st century, identity thieves were targeting children. Now that
security breaches are so common and hackers can find personal information through phishing,
your child's identity is even easier to steal than ever before.

These are all terrible things that can happen, but more importantly they can be avoided. All by
using a identity theft protection and restoration plan. There is a company that provides all this
protection and it also has family life event legal plans as well. It's over 30 years old, on the New
York stock exchange, and it has an A+ rating with the Better Business Bureau. For more
information look at the links below.
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Tips to Avoiding Health Insurance Fraud

By Suzanne Bender

Thousands of people fall victim to health insurance fraud every day. It can be extremely difficult
to spot the fraud until it's too late. In many cases, it's not until you are denied a claim that find
out you've joined the growing list of victims of this especially unpleasant form of fraud.

The biggest obstacle in combating health insurance fraud is the variety of techniques being
perpetrated. Most are cleverly carried out and very difficult to spot. However, there are a few
things that you should do in order to protect yourself and your family.

1. Be wary of any health insurance plan that promises you excellent insurance coverage at an
extremely low cost. For years, medical procedures and other health-related costs have been
continuously rising. Health insurance, in whatever form you purchase it, isn't a "cheap™ item. If
you are offered insurance coverage at a price appearing too good to be true, chances are you've
stumbled across a possible scam.

2. Be suspicious of any unsolicited mail that offers you low cost insurance. Your alert level
should be heightened if those offers come from an insurance provider whose name you don't
recognize. Scammers are particularly adept at using names or brands that closely resemble
popular national names, but after closer inspection, you'll find they have been spelled slightly
different.

If you are not certain about an insurance provider, but feel that they could be genuine and honest,
check the State Insurance Commission to verify first. You will also want to be sure the company
has been licensed to sell insurance in your city or state.

3. Before you accept an offer that seems to be genuine, read it through closely and pay extra
attention to all fine print. Even if an insurance offer is proven to be genuine, the fine print may
detail numerous exclusions affecting your needs. This turns a great offer into a very expensive
one should you ever need to file a claim.

4. If a salesperson calls with a great health insurance offer, but urges you to either pay up front,
or to pay in cash, immediately hang up. This type of advance fee tactic is the most common form
of health insurance fraud.

Suzanne Bender helps educate you on the various type of fraud. Visit her for more details on
avoiding health insurance fraud, as well as how to protect yourself from credit card fraud.
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Worker Charged in Hospital File Thefts

By JOHN ELIGON

Published: April 13, 2008

An employee of NewYork-Presbyterian Hospital/Weill Cornell Medical Center was charged on
Saturday in federal court in Manhattan with stealing nearly 50,000 patient files and selling some
of them, according to a criminal complaint.

Patients’ Dat a S t(Aplrileld, 200d§o0spi t al Says

The worker, Dwight McPherson of the Bronx, was accused of stealing records as early as March
2006.

As a patient admissions representative at the hospital, Mr. McPherson, 38, had access to a patient
information database. The stolen documents included patients’ names, phone numbers and Social
Security numbers, but a hospital spokeswoman, Myrna Manners, said they probably did not
contain medical information.

In February, federal postal inspectors seized more than 200 patient files from an unidentified
location in Atlanta, court documents said. The files were given to officials at NewY ork-
Presbyterian, who traced them to Mr. McPherson, according to the complaint. The hospital
suspended Mr. McPherson in February, the complaint said.

Mr. McPherson told investigators that in 2006, a man from Brooklyn offered him money in
exchange for the personal information of male patients born between 1950 and 1970, according
to the complaint.

He printed some of the records and sold roughly 1,000 files to the man, who was not identified in
court documents, for $750, the complaint said. Mr. McPherson told investigators that he later
sold another 1,000 patient documents to a different man.

The complaint does not indicate what, if anything, the stolen identities were used for. Ms.
Manners said hospital officials were attempting to contact patients whose records were stolen.

Mr. McPherson was arrested on Friday and charged with one count of conspiracy involving
computer fraud, identity document fraud, transmission of stolen property and sale of stolen
property. Robert Walters, Mr. McPherson’s lawyer, said his client was not guilty. “His access to
the computer obviously raises a lot of suspicions,” he said. “Who knows? This may be a little
overblown.”
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