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IDENTITY THEFT AND OTHER SCAMS, SPECIAL PROBLEMS, HOT TOPICS AND WRAP UP – This class will focus on the data subject’s (victim’s) rights and remedies when personal information is used without knowledge and/or consent.  In addition, we will breifly explore some special problems with information from and about children  Student presentaitons will continue.

INFO-SCAMS AND DOT-CONS

1. Joanna Glasner, Cybercrime Follows the Money Trail, Wired News (Mar. 5, 2003) http://www.wired.com/news/print/0,1294,57911,00.html  (accessed Apr. 16, 2003).

2. Internet Fraud Jumps, Canadian Broadcasting Corporation, CBC.CA News (Apr. 10, 2003) http://www.cbc.ca/cgi-bin/templates/print.cgi?/2003/04/10/Consumers/Internetfraud_030410 (accessed Apr. 17, 2003).

3. “Urgent and Confidential”, Email Received on Apr. 14, 2003.

4. Christopher Null, Bogus Alert Targets PayPal Users, Wired News (Feb. 14, 2003) http://www.wired.com/news/ebiz/0,1272,57673,00.html (accessed Apr. 16, 2003).

5. Paul Waldie, FBI Investigates Massive Breach of Credit Card Security, The Globe and Mail  (Canada) (Feb. 19, 2003) http://www.globeandmail.com/servlet/ArticleNews/TPStory/LAC/20030219/RHACK/Business/Idx (accessed Apr. 16, 2003).

6. Bogus "Gold Card" Marketers Settle FTC Charges, Federal Trade Commission Press Release, Nov. 7, 2002, http://www.ftc.gov (accessed Nov. 7,2002).

7. Cyberstalking on the Rise, PR Newswire (Apr. 17, 2003) http://www.prnewswire.com (accessed via Lexis Apr. 17, 2003).
8. Please browse the following sites:
* 
Identity Theft Resource Center – not-for-profit organization frequently updates this site that describes current scams and provides specific warnings ad advice to consumers.  http://www.idthefcenter.org.

*
Top Ten Dot Cons – The FTC’s Web Site provides information for consumers, businesses and media regarding “Operation Top Ten Dot Cons” multi-agency investigation.  http://www.ftc.gov/bcp/conline/edcams/dotcon/index.html
*
Hoaxbusters -  get information about the fraudulent email chain letters, warnings, offers, and pleas for help; computer viruses, and more. From the Department of Energy.  http://hoaxbusters.ciac.org/
IDENTITY THEFT 

9. Caroline Lynch and Bill Husted, ID Thieves Turn Sights Toward Business, The Atlanta Journal-Constitution 1G (Mar. 30, 2003).

10. Tim Novak, 5,000 Workers' Identities Swiped, Chicago Sun-Times, Oct.  9, 2002 at A1.

11. Frank Main; Carlos Sadovi, Tellers Bribed In ID Theft Ring, Feds Say, Chicago Sun-Times, Oct. 3, 2002 at 12.

12. Steven P. Garmisa, Company faces suit for disclosing employee Social Security numbers, Chicago Daily Law Bulletin, Oct. 17, 2002 at 1.

13. Bodah v. Lakeville Motor Express, C5-02-276, (Minnesota Aug. 20, 2002) http://www.lawpoint.com/Adobe%20Files/Bodah%20v.%20Lakeville%20Motor%20Express%20C5-02-276%20Minn.Ct.App.,%20Aug%2020,%202002.pdf  (accessed Apr. 17, 2003). 
14. Sean B. Hoar, Identity Theft: The Crime of the New Millennium, USA Bulletin Mar. 2001), http://www.cybercrime.gov/usamarch2001_3.htm (accessed Apr. 17, 2003).

15. ID Theft: When Bad Things Happen to Your Good Name, Federal Trade Commission Publication, February 2002, http://www.ftc.gov/bcp/conline/pubs/credit/idtheft.htm (accessed Nov. 5, 2002).

16. Identity Theft and Assumption Deterrence Act,18 U.S.C. §1028, As amended by Public Law 105-318, 112 Stat. 3007 (Oct. 30, 1998) http://www.ftc.gov/os/statutes/itada/itadact.htm (accessed Apr. 17, 2003).
17. Illinois Financial Identity Theft and Asset Forfeiture Law, 720 ILCS 6/16G,  http://www.legis.state.il.us/legislation/ilcs/ch720/ch720act5articles/ch720act5sub28.htm (accessed Apr. 17, 2003).

18. Please browse the following sites:

*
I.D. Theft.  The U.S. government’s central web site for information about identity theft (maintained by the FTC). http://www.consumer.gov/idtheft/.

*
Internet Fraud Complaint Center (IFCC) -  provides an avenue for fraud victims to file complaints. A partnership between the FBI and the National White Collar Crime Center.  http://www1.ifccfbi.gov/index.asp
*
Computer Crime and Intellectual Property Section (CCIPS) -  responsible for implementing the Computer Crime Initiative, a comprehensive program designed to address the growing global computer crime problem. http://www.cybercrime.gov/
*
Consumer Information Security  - Operated by the FTC.  Home of Dewey the Turtle.  http://www.ftc.gov/bcp/conline/edcams/infosecurity/index.html
A STRANGE ID THEFT STORY
19. Charles Nicodemus, Authorities Search for Mysterious Local Coach, Chicago Sun-Times, Jan. 21, 1994 at 18.

20. Julie Irwin, Gregory Motley Faces Charges of Felony Forgery, Chicago Tribune, Jan. 24, 1994 at C1.

21. Julie Irwin, “Coach” Meets the Original, Chicago Tribune, Jan. 25, 1994 at N1.

22. Phony Teacher Pleads Guilty, Chicago Sun-Times, May 14, 1994 at 12.

23. Barry Temkin, Prep Basketball Coach Convicted of Forgery Resurfaces, Chicago Tribune,July 20, 1994 at N1.

KIDS AND INFORMATIONAL PRIVACY

24. Hershey Foods, Mrs. Fields Pay $185K to Settle Online Child-Privacy Claims, 20 Computer & Online Industry Litigation Reporter 6 (Mar. 26, 2003).
25. You, Your Privacy Policy and COPPA: How to Comply with the Children’s Online Privacy Protection Act, FTC Publication (2002) http://www.ftc.gov/bcp/conline/pubs/buspubs/coppakit.pdf (accessed Apr. 17, 2003).
26. Frequently Asked Questions About the Children’s Online Privacy Protection Rule, http://www.ftc.gov/privacy/coppafaqs.htm (accessed Apr. 17, 2003).
27. Proposed Extension of Compliance Period for COPPA, E-Commerce Law Report, February 2002, at 20 

28. *
Please Browse Kidz Privacy  - Web site maintained by the FTC, http://www.ftc.gov/bcp/conline/edcams/kidzprivacy/index.html
*  Link to Web site, no text included.
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