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FINANCIAL INFORMATION,  INFORMATION AS A BUSINESS ASSET AND

INFORMATIONAL PRIVACY IN THE WORKPLACE 
Please be familiar with the following statutes: 

Fair Credit Reporting Act

In 1970, Congress enacted the Fair Credit Reporting Act (FCRA), 15 U.S.C. 1681, broadly regulating the consumer reporting agency in the interest of protecting the confidentiality and privacy rights of the consumer. The FCRA requires credit investigations and reporting agencies to make their records available to the subjects of the records, provides procedures for correcting information and permits disclosure only to authorized customers. Full text at  http://www.ftc.gov/os/statutes/fcra.htm. 
Gramm-Leach-Bliley Financial Modernization Act

15 U.S.C. 6809.  This act regulates the disclosure of nonpublic personal information by financial institutions. Gramm-Leach-Bliley prohibits the distribution of account numbers to telemarketers and requires financial institutions to disclose their privacy policies and to provide consumers with the option of opting out of disclosure to unaffiliated third parties.  Additionally, all financial institutions must disclose annually to all customers its policies and procedures for protecting customers' nonpublic personal information, including its policies and practices regarding the disclosure of information to both unaffiliated third parties and affiliated entities.  Federal and state regulators are required to create rules protecting a consumer’s confidential financial information. Companies subject to this Act must be in compliance by July 1, 2001.  Full text at http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=106_cong_public_laws&docid=f:publ102.106.

Bank Secrecy Act of 1970

31 U.S.C. 5311-5355 is designed to aid the federal government in detecting illegal activity through tracking certain monetary transactions. It requires financial institutions to file reports of currency transactions conducted in amounts over $10,000; requires record keeping on beneficiaries and originators of funds transfers in amounts over $3,000; requires information gathering and record keeping on sales of monetary equivalents (money orders, cashier's checks, traveler's checks) in amounts between $3,000 and $10,000 and establishes certain exemptions to the currency transaction reporting requirements.

Consumer Credit Reporting Reform Act

In 1996, Congress passed the Consumer Credit Reporting Reform Act, 15 U.S.C. 1681-1681t (1997), to help close some of the loopholes found in the FCRA. The Act narrowed the broad "legitimate need" purpose for which credit reports could be disseminated. Consumer credit reports may now be furnished for employment purposes only if the employer certifies that the employee has consented in writing.

Electronic Funds Transfer Act

The Electronic Funds Transfer Act of 1978, 15 U.S.C. 1693 - 1693r, establishes "mandatory guidelines for the relationship between consumers and financial institutions in connection with electronic fund transactions." The primary objective is the provision of individual consumer rights.

Right to Financial Privacy Act of 1978

In 1978, Congress passed the Right to Financial Privacy Act (RFPA) 12 U.S.C. 3401 et seq., providing some confidentiality to the financial records of depositors by governing the transfer of financial records. The RFPA attempts to strike a balance between the privacy interests of consumers and the interests of law enforcement officials. In general, banks are prohibited from disclosing client payment information to the government without a court order, however, the law does have a number of important exceptions.   The full text of this statute can be found at http://www4.law.cornell.edu/uscode/12/ch35.html .

The USA PATRIOT Act (P.L. 107-56)

The Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (“Patriot Act”), enacted on October 26, 2001 in response to the terrorist attack of September 11, 2001, affected 184 individual federal statutes (including a number governing disclosure of financial information).  Congress states at the beginning of the Patriot Act that the intended effect of this legislation is to “deter and punish terrorist acts in the United States and around the world, to enhance law enforcement investigatory tools, and for other purposes.”  
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