IT 801 – INFORMATION LAW AND POLICY

SPRING 2005

READINGS

Class #1 (February 5, 2005) - INTRODUCTION
In this session, we will explore the various definitions and concepts of "information"--who needs it, who wants it, and who can protect it. We will discuss the history and development of information policy in the United States and examine the regulatory mechanisms, applicable statutes, and the right of access to information. We will begin an ongoing analysis of "informational privacy"--an individual's right to control his or her personal information held by others.

Guy Taylor, Proposal Aims to Increase Jurors’ Privacy Rights, Pay, The Washington Times (Dec. 10, 2004)  http://www.washingtontimes.com/national/20041209-113214-9581r.htm (accessed Feb. 1, 2005).

Declan McCullagh, Snooping by Satellite, News.com (Jan. 12, 2005)

http://news.com.com/Snooping+by+satellite/2100-1028_3-5533560.html (accessed Feb. 1, 2005).

Rekha Basu, Iowa D.A. Seeks Data on 100’s of Prenatal Patients, WEnews (July 8, 2002) http://www.womensenews.org/article.cfm/dyn/aid/965/context/archive (accessed September 2, 2004).

Bush Backs Computerized Medical Records, CNN.com (Jan. 28, 2005)

http://www.cnn.com/2005/ALLPOLITICS/01/27/bush.ap/index.html (accessed Feb. 2, 2005).

Ryan Singel, Activists Slam Homeless Tracking, Wired News (Nov. 6, 2004).

http://www.wired.com/news/privacy/0,1848,65614,00.html (accessed Feb. 2, 2005).

Paul Gilster, Brave New Bars Using Chips Implanted in People, The New and Observer (Jan. 30, 2005)  http://www.newsobserver.com/business/technology/gilster/story/2068952p-8453328c.html (accessed Feb. 1, 2004).

 

Christine Lehmann, Concern About Privacy Violations Prompts Congressional Action, Psychiatric News (June 18, 2004) http://pn.psychiatryonline.org/cgi/content/full/39/12/12-b (accessed Feb. 1, 2005).

 

Kevin Maney, Who's calling? It might not be who you think it is, USA Today (Sept 1, 2004)

http://www.usatoday.com/money/industries/telecom/2004-09-01-spoof_x.htm (accessed Feb. 1, 2005).

Jennifer Vogel, Attention Shoppers - What You Tell Supermarket Clubs May be Used Against You, Salon 21 (Oct. 1998) http://archive.salon.com/21st/feature/1998/10/14featureb.html (accessed Feb. 2, 2005).

Robert MacMillan, Va. Panel Rejects E-Dating Background Checks, Washington Post (Jan. 31, 2005)  http://story.news.yahoo.com/news?tmpl=story2&u=/washpost/20050201/tc_washpost/a52343_2005jan31 (accessed Feb. 2, 2005)

Fred H. Cate, The Privacy Problem, First Amendment Center White Paper ((March 2003)

http://www.freedomforum.org/publications/first/whitepaper/Privacy4change.pdf (accessed Feb. 1, 2005).

Class #2 (February 12, 2005) – INFORMATION THE GOVERNMENT HAS ABOUT INDIVIDUALS AND ACCESS TO GOVERNMENT INFORMATION 

Here, we will explore information about individuals that is collected, maintained and used by the government. In addition, we will consider how one gains access to information about the government.  Among the topics that will be addressed: access v. national security, federal and state Open Meetings Acts, Freedom of Information Acts and the federal Privacy Act.

1.  Privacy and Government, Privacilla.org 
http://www.privacilla.org/government.html
 (accessed Sept. 12, 2004).  
Please browse this site paying special attention to the first three links:

How Governments Use Information
The Benefits of Access to Government Information 

The End of Practical Obscurity 

Freedom of Information Act

2. CIA to Turn Over Files Detailing Prisoners Abuse, Aljazeera.com (Feb. 2, 2005) 
http://www.aljazeera.com/cgi-bin/news_service/middle_east_full_story.asp?service_ID=6803
 (accessed Feb. 7, 2005).
3. Mark Sherman, Justice Dept. to Charge $373K for Records, NYNewsday.com (Jan. 31, 2005) http://www.nynewsday.com/news/nationworld/politics/wire/sns-ap-charging-for-records,0,6497696,print.story?coll=sns-ap-politics-headlines (accessed Feb. 7, 2005).

4. Mark Brown, Daley in Damage Control Mode After Hired Truck Series, Chicago Sun Times (Feb. 4, 2004).  http://www.suntimes.com/special_sections/clout/followup/cst-nws-brown04.html (accessed Feb. 7, 2005).

5. How to Use the Federal Freedom of Information Act, Reporters Committee for Freedom of the Press (9th ed. 2004) http://www.rcfp.org/foiact/ (accessed Feb. 8, 2005).  Please browse this site.

6. Freedom of Information Act (FOIA), U.S. Department of Justice

http://www.usdoj.gov/04foia/ (accessed Feb. 8, 2005).  Please browse this site.

7. 2001 Freedom of Information Act Policy, http://www.epic.org/open_gov/foiagallery/memorandum.html (accessed Feb. 8, 2005).

8. 1993 Freedom of Information Act Policy http://www.epic.org/open_gov/white_house_foia_policy.html (accessed Feb. 8, 2005). 
9. Court keeps Foster suicide photos private, MSNBC.com (March 30, 2004) 
http://www.msnbc.msn.com/id/4630774/
 (accessed Feb. 8, 2005).
10. National Archives and Records Administration v. Favish, 124 S. Ct. 1570 (2004)

http://supct.law.cornell.edu/supct/html/02-954.ZS.html (accessed Feb. 8, 2005).

11. Major FOIA Cases, Reporters Committee for Freedom of the Press 

http://www.rcfp.org/foiact/appf.html (accessed Sept 13, 2004).

The Privacy Act of 1974

12. The Privacy Act of 1974, Privacilla.org 
http://www.privacilla.org/government/privacyact.html
 (accessed Feb. 7, 2005) . 
13. Overview of the Privacy Act of 1974, U.S. Department of Justice, 
http://www.usdoj.gov/04foia/04_7_1.html
 (accessed Feb. 7, 2005). Please browse this site.  Pay special attention to the Introduction, Legislative History and Policy Objectives sections.
14. The Privacy Act of 1974, Electronic Privacy Information Center 
http://www.epic.org/privacy/1974act/
 (accessed Feb. 7, 2005). Please browse this site.
15. Doe v. Chao, 124 S. Ct. 1204 (2004). Be sure to read the Ginsberg dissent.

http://supct.law.cornell.edu/supct/html/02-1377.ZS.html
Social Security Numbers

16. Overview of the Privacy Act of 1974: Social Security Number Usage, U.S. Department of Justice http://www.usdoj.gov/04foia/1974ssnu.htm (accessed Feb. 7, 2005).

17. Christopher Lee, Report Finds Social Security Numbers Vulnerable, MSNBC.com (November 12, 2005) http://msnbc.msn.com/id/6470870/ (accessed Feb. 7, 2005)

Suggested Reading (additional information can be found at the following sites):

Freedom of Information Act, 5 U.S.C.552 (2002). Full text of statute. http://www.usdoj.gov/foia/foiastat.htm (accessed Feb. 2, 2004).

Federal Freedom of Information Act: http://www.rcfp.org/foiact/index.html
Privacy Act of 1974, 5 U.S.C 552a (2003).  Full text of statute.

http://www.usdoj.gov/foia/privstat.htm (accessed Feb. 2, 2004).

Open Meetings Act: http://www.archives.gov/federal_register/public_laws/administrative_procedure_act/552b.html#e3
State Laws: http://www.nfoic.org/web/index.htm
EPIC Open Government Resource Pages  http://www.epic.org/open_gov/
Class #3 (February 19, 2005) – THE INTERSECTION BETWEEN PUBLICLY AND PRIVATELY HELD INFORMATION  AND INFORMATION THE PRIVATE SECTOR HAS ABOUT INDIVIDUALS  

We will continue our discussion about personal information in government hands using the U.S.A. Patriot Act as a basis for our discussion.  We will look at  information that is considered to be public record.  Then, we will examine the impact of technology on information exchange, transactions and security in the private sector and discuss the issues that arise when publicly and privately collected/held information is combined.  We will consider the regulatory mechanisms (government and industry self-regulation) used to protect consumer’s personal information.  We will also begin to examine uses and disclosures of an individual’s financial information and how post-911 regulations and policies affect the confidentiality of financial information.

From week #2 -- the submarine case we discussed is  Phillippi v. CIA, 655 F.2d 1325 (DC Cir. 1981).  

U.S.A. Patriot Act
1.  Kim Zetter, Brave New Era for Privacy Fight, Wired News (Jan. 13, 2005) http://www.wired.com/news/privacy/0,1848,66242,00.html (accessed Feb. 14, 2005).

2.  Eric Lictblau, Bush Pushes for Congress to Extend Patriot Act, International Herald Tribune (Feb. 16, 2005) http://www.iht.com/bin/print_ipub.php?file=/articles/2005/02/15/news/patriot.html (accessed Feb. 15, 2005).

3.  ACLU Calls for Full Discourse on Controvercial Patriot Act Powers, American Civil Liberties Union Press Release (Feb. 14, 2005) http://www.aclu.org/SafeandFree/SafeandFree.cfm?ID=17464&c=206 (accessed Feb. 15, 2005).

4.  Kim Zetter, Canadians Fight for Privacy, Wired News (Feb. 4, 2005) 
http://www.wired.com/news/privacy/0,1848,66497,00.html
 (accessed Feb. 14, 2005). 
5.  Part of Patriot Act Struck Down, Wired News (Sept. 29, 2004) http://www.wired.com/news/politics/0,1283,65136,00.html (accessed Feb. 15, 2005).

6.  Shane Peterson, Stepping Over the Line, Government Technology (July 2004) http://www.govtech.net/magazine/sup_story.php?id=90800&magid=8&issue=7:2004&vw=hl (accessed Feb. 14, 2005).

7.  John Berlau, Patriot Act Used to Snag Rush Limbaugh?, WorldNetDaily (Dec. 29, 2003)

http://www.worldnetdaily.com/news/article.asp?ARTICLE_ID=36348 (accessed Feb. 8, 2004).

8.  Charles Doyle, The USA Patriot Act: A Legal Analysis, CRS Report for Congress (April 15, 2002) http://www.fas.org/irp/crs/RL31377.pdf (accessed Feb. 14, 2005).  This is a rather lengthy document.  Please focus your attention on the Criminal Investigations, Foreign Intelligence Investigations and Money Laundering sections of this report.

9. USA PATRIOT Act Sunset: A Sketch, Library of Congress CRS Report for Congress (June 10, 2004) http://www.fas.org/irp/crs/RS21704.pdf  (accessed Feb. 14, 2005).

10.  Report from the Field:  U.S.A. Patriot Act at Work, U.S. Department of Justice Report  (July 2004) http://www.lifeandliberty.gov/docs/071304_report_from_the_field.pdf (accessed Feb. 14, 2005).

11.   The USA Patriot Act, EPIC Patriot Act Overview 
http://www.epic.org/privacy/terrorism/usapatriot/  (accessed Feb. 14, 2005).  Please browse this site.
12.  The USA Patriot Act: Preserving Life and Liberty, US Department of Justice Website 

http://www.lifeandliberty.gov/ (accessed Feb. 14, 2005). Please browse this site.

Suggested Reading (additional information on the USA Patriot Act can be found at the following sites): 

 Candidates on the Issues: The Patriot Act, National Security Law Provides Political Fodder for Bush, Kerry, National Public Radio http://www.npr.org/features/feature.php?wfId=3603733
 Keep America Safe and Free: The USA Patriot Act, American Civil Liberties Union

http://www.aclu.org/SafeandFree/SafeandFree.cfm?ID=12126&c=207
 The Full Text of USA Patriot Act 
(when browsing, pay particular attention to particularly Title II § 215) 

 

html
 http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=107_cong_public_laws&docid=f:publ056.107
 

 pdf 
  http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=107_cong_public_laws&docid=f:publ056.107.pdf
Public v. Prvate Collection and Use of Information
13.  Kim Zetter, Big Business Becoming Big Brother, Wired News (Aug. 9, 2004) 
http://www.wired.com/news/conflict/0,2100,64492,00.html (accessed Feb. 14, 2005).

14.  Robert O’Harrow Jr., In the Age of Security, Firm Mines Wealth of Personal Information, The Washington Post/Truthout (Jan. 20, 2005) http://www.truthout.org/docs_05/012105K.shtml (accessed Feb. 15, 2005).

15.  Social Security Numbers:  Private Sector Entities Routinely Obtain and Use SSNs, GAO Report (January 2004) http://www.gao.gov/new.items/d0411.pdf (accessed Feb. 15, 2005).

Class #4 (February 26, 2005) – PUBLIC RECORDS AND PRIVACY IMPLICATIONS OF EMERGING TECHNOLOGIES Here, we will look at  information that is considered to be public record, who has access to public records and how personal information contained in public records is accessed and disseminated.  We will discuss how recent technological developments have dramatically increased access to public records and whether the privacy implications of such increased access demands a change in public records policy.  In addition, we will examine specific information technologies and how these technologies have affected access to, as well as collection and dissemination of personal information.
Public Records

1.  Susan Llewelyn Leach, Privacy Lost with the Touch of a Keystroke, The Christian Science Monitor (Nov. 10, 2004) http://www.csmonitor.com/2004/1110/p15s02-stin.html (accessed Feb. 21, 2005).

2.  Public Records vs. Right to Privacy, KRON-TV (Feb. 19, 2003) http://www.kron4.com/Global/story.asp?S=1140375 (accessed Feb. 21, 2004).

3.  Privacy and Public Records, Electronic Privacy Information Center (Updated Oct. 29, 2004) http://www.epic.org/privacy/publicrecords/ (accessed Feb. 21, 2004).

4.  From Cradle to Grave: Government Records and Your Privacy, Privacy Rights Clearinghouse (Jul. 2002) http://www.privacyrights.org/fs/fs11-pub.htm (accessed Feb. 21, 2004).

Suggested Reading (browse the following sites):  

Illinois Birth, Death, Marriage and Divorce Records http://www.idph.state.il.us/vitalrecords/index.htm
Search Systems http://www.searchsystems.net/list.php?nid=93
Public Record Finder http://www.publicrecordfinder.com/states/illinois.html
Criminal History Information

5.   Illinois Crime Information, Illinois State Police http://www.isp.state.il.us/crime/crime.cfm.  (accessed Feb. 21, 2005).  Please browse this site.

6.  Inmate Search, Illinois Department of Corrections http://www.idoc.state.il.us/subsections/search/default.asp.  (accessed Feb. 21, 2005).  Please browse this site.

7.  Criminal Record Systems Statistics, Bureau of Justice Statistics, U.S.D.O.J. (Sept. 23. 2004) http://www.ojp.usdoj.gov/bjs/crs.htm (accessed Feb. 21, 2005).  Please browse this site.

8.  Fugitives and Missing Persons,  U.S. Department of Justice

http://www.usdoj.gov/09fugitives/index.html (accessed Feb. 8, 2004).  Please browse this site.
Suggested Reading: Privacy, Technology and Criminal Justice Information: Public Attitudes Toward Uses of Criminal History Information, U.S. Department of Justice (July 2001) http://www.ojp.gov/bjs/pub/pdf/pauchi.pdf
Court Documents

9.  Jacob Ogles, Court Documents Not Fit for the Web, Wired News (Nov. 23, 2004)  http://www.wired.com/news/privacy/0,1848,65703,00.html (accessed Feb. 22, 2005).

10.  Sean O’Sullivan, Privacy Rules Bar Full Access to Court Records, The News Journal (Jan. 15, 2005) http://www.delawareonline.com/newsjournal/local/2005/01/15privacyrulesbar.html (accessed Feb. 21, 2005).

11.  Judiciary Privacy Policy Page, Administrative Office of the U.S. Courts on behalf of the U.S. Courts (Aug. 2004) http://www.privacy.uscourts.gov/ (accessed Feb. 22, 2005).

Suggested Reading (for more information about online access to court records) http://www.courtaccess.org/
 Privacy Implications of Emerging Technologies

12.  James X. Dempsey and Paul Rosenzweig, Technologies that Can Protect Privacy as Information is Shared to Combat Terrorism, CDT/Heritage Foundation (May 26, 2004) http://www.heritage.org/Research/HomelandDefense/lm11.cfm (accessed Feb. 22, 2005).

Suggested Reading (for information about various data collection and protection technologies, browse the following sites):

Privacy Enhancing Technologies http://www.cdt.org/privacy/pet/
CDT Spyware Page: http://www.cdt.org/privacy/spyware/
CookieCentral  http://www.cookiecentral.com/c_concept.htm
GetNetWise Browsing http://privacy.getnetwise.org/browsing/
Dave Piasecki,  Automated Data Collection (ADC) Basics http://www.inventoryops.com/ADC.htm
Introduction to Financial Information Privacy Regulations
Note that we will likely continue our discussion about financial information privacy in class #5.

13.  EPIC’s Finance Privacy Resources,  
http://www.epic.org/privacy/financialresources.html
 (accessed Feb. 21, 2005).  Please browse this site -- be sure to look at :  
The Fair Credit Reporting Act (FCRA) and the Privacy of Your Credit Report 
http://www.epic.org/privacy/fcra/

14.  Financial Privacy: The Gramm-Leach Bliley Act, Federal Trade Commission.  http://www.ftc.gov/privacy/glbact/ (accessed Feb. 22, 2005). Please browse this site.

In the Matter of Petco Animal Supplies, Inc.:  A Case Study: 

15.  Petco Settles FTC Charges, Federal Trade Commission Press Release (Nov. 17, 2004) 
http://www.ftc.gov/opa/2004/11/petco.htm
 (accessed Feb. 22, 2005).
16.  Complaint 
http://www.ftc.gov/os/caselist/0323221/041108comp0323221.pdf
 (accessed Feb. 22, 2005).
17.  Agreement Containing Consent Order 
http://www.ftc.gov/os/caselist/0323221/041108agree0323221.pdf
 (accessed Feb. 22, 2005).
Class #5 (March 5, 2005) – FINANCIAL INFORMATION CONTIUNUED, HEATH AND GENETIC INFORMATION
This class will examine the collection, use and dissemination of an individual’s health information, use of genetic information, biometric identification and physical profiling.  In addition, we will examine some of the issues that arise when dealing with information about children and parents.  And, we will begin a discussion about informational privacy in the workplace (especially regarding the use of employee’s health and genetic information). Student presentations begin. 
Wrap up from Class #4:  

1.  Karen Gottlieb, Using Court Record Information for Marketing in the United States: It’s Public Information, What’s the Problem, Privacy Rights Clearinghouse (Jan. 2004)

http://www.privacyrights.org/ar/courtmarketing.htm (accessed Feb. 25, 2005).

Financial Information
Please be familiar with the following statutes: 

Fair Credit Reporting Act
In 1970, Congress enacted the Fair Credit Reporting Act (FCRA), 15 U.S.C. 1681, broadly regulating the consumer reporting agency in the interest of protecting the confidentiality and privacy rights of the consumer. The FCRA requires credit investigations and reporting agencies to make their records available to the subjects of the records, provides procedures for correcting information and permits disclosure only to authorized customers. For more information, see the full text of this statute at  http://www.ftc.gov/os/statutes/fcra.htm. 

Fair Credit and Accurate Transactions Act of 2003 (FACTA) (P.L. 108-159)

Congress enacted FACTA in response to mounting concerns regarding identity theft and the accuracy of consumer credit information.  FACTA modifies the FCRA, 15 U.S.C. 1681, by eliminating FCRA’s sunset provisions and enacting subject matter-specific preemption over States’ abilities to enact laws more stringent than FACTA or FCRA.  The preemption provisions of the FCRA were initially set to expire January 1, 2004. For more information, see the full text at: http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=108_cong_public_laws&docid=f:publ159.108 or http://thomas.loc.gov/cgi-bin/bdquery/z?d108:HR02622:|TOM:/bss/d108query.html.

Gramm-Leach-Bliley Financial Modernization Act

15 U.S.C. 6809.  This act regulates the disclosure of nonpublic personal information by financial institutions. Gramm-Leach-Bliley prohibits the distribution of account numbers to telemarketers and requires financial institutions to disclose their privacy policies and to provide consumers with the option of opting out of disclosure to unaffiliated third parties.  Additionally, all financial institutions must disclose annually to all customers its policies and procedures for protecting customers' nonpublic personal information, including its policies and practices regarding the disclosure of information to both unaffiliated third parties and affiliated entities.  Federal and state regulators are required to create rules protecting a consumer’s confidential financial information. Companies subject to this Act must be in compliance by July 1, 2001.  For more information, see the full text at http://www.ftc.gov/privacy/glbact/glbsub1.htm.

Sarbanes-Oxley Act of 2002 A.K.A. Public Company Accounting Reform and Investor Protection Act (P.L. 107-204)

The Sarbanes-Oxley Act, also known as “SO,” “SOX,” or”Sarbox,” was enacted in response to the Enron/Arthur Andersen accounting debacle in late 2001.  SO seeks to create greater accountability and transparency within public held companies by creating strict financial reporting requirements and penalizing non-compliant companies and the personnel within those companies responsible for compliance.  The Act itself provides a general statutory framework, including penalties for noncompliance, but delegates the promulgation of the specific rules required for compliance to the Securities and Exchange Commission. The SEC's rulemaking efforts can be found at http://www.sec.gov/spotlight/sarbanes-oxley.htm.  Title VIII (Corporate and Criminal Fraud Accountability) protects whistle blowing employees from retaliation by their publicly held employers. Specifically, employees are encouraged to reveal suspected accounting fraud on the part of the employer and to participate in any investigations of their employers. Under Title III corporate counsel are required to report any breach of fiduciary duty or violations of SEC laws on the part of the officers of the corporations these counsel represent.  For more information, see the full text at:  http://news.findlaw.com/hdocs/docs/gwbush/sarbanesoxley072302.pdf.

Consumer Credit Reporting Reform Act

In 1996, Congress passed the Consumer Credit Reporting Reform Act, 15 U.S.C. 1681-1681t (1997), to help close some of the loopholes found in the FCRA. The Act narrowed the broad "legitimate need" purpose for which credit reports could be disseminated. Consumer credit reports may now be furnished for employment purposes only if the employer certifies that the employee has consented in writing.

Bank Secrecy Act of 1970

31 U.S.C. 5311-5355 is designed to aid the federal government in detecting illegal activity through tracking certain monetary transactions. It requires financial institutions to file reports of currency transactions conducted in amounts over $10,000; requires record keeping on beneficiaries and originators of funds transfers in amounts over $3,000; requires information gathering and record keeping on sales of monetary equivalents (money orders, cashier's checks, traveler's checks) in amounts between $3,000 and $10,000 and establishes certain exemptions to the currency transaction reporting requirements.

Electronic Funds Transfer Act

The Electronic Funds Transfer Act of 1978, 15 U.S.C. 1693 - 1693r, establishes "mandatory guidelines for the relationship between consumers and financial institutions in connection with electronic fund transactions." The primary objective is the provision of individual consumer rights.

Right to Financial Privacy Act of 1978
In 1978, Congress passed the Right to Financial Privacy Act (RFPA) 12 U.S.C. 3401 et seq., providing some confidentiality to the financial records of depositors by governing the transfer of financial records. The RFPA attempts to strike a balance between the privacy interests of consumers and the interests of law enforcement officials. In general, banks are prohibited from disclosing client payment information to the government without a court order, however, the law does have a number of important exceptions.   For more information, see the full text of this statute at http://www4.law.cornell.edu/uscode/12/ch35.html.

The USA PATRIOT Act (P.L. 107-56)

The Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (“Patriot Act”), enacted on October 26, 2001 in response to the terrorist attack of September 11, 2001, affected 184 individual federal statutes (including a number governing disclosure of financial information).  Congress states at the beginning of the Patriot Act that the intended effect of this legislation is to “deter and punish terrorist acts in the United States and around the world, to enhance law enforcement investigatory tools, and for other purposes.”  

READINGS:

2.  Gerri Willis, Cleaning up Your Credit, CNN/Money (Feb. 28, 2005) http://money.cnn.com/2005/02/28/pf/saving/willis_tips/index.htm (accessed Mar. 1, 2005).
3.  Ivan Schneider, What's In Your Toilet? FinanceTech (Jan.30, 2005) http://www.financetech.com/focus/databasemanagement/showArticle.jhtml?articleID=59200044 (accessed Mar. 1, 2005)

4.  Mindy Fetterman, Identity Theft, New Law About to Send Shredding on a Tear, USA Today (Jan. 14, 2005) http://www.usatoday.com/money/perfi/general/2005-01-14-shredder-cover_x.htm (accessed Mar. 1, 2005).

5.  Steven Garmisa, An Act of Motherly Love Runs Afoul of an Act to Protect Consumers (Feb. 11, 2003) http://www.felahfd.com/HFDLaw/notebook/134.htm (accessed Mar. 1, 2005).

6.  President Bush Signs the Fair and Accurate Credit Transactions Act of 2003, White House Press Release (Dec. 4, 2003) http://www.whitehouse.gov/news/releases/2003/12/20031204-3.html (accessed Feb. 25, 2005).

7.  The Fair Credit Reporting Act (FCRA) and the Privacy of Your Credit Report, EPIC (Updated Mar. 2, 2005) http://www.epic.org/privacy/fcra/ (accessed Feb. 21, 2005). 

8.  Please browse the Federal Trade Commission’s Site: Credit Reporting: The Fair Credit Reporting Act http://www.ftc.gov/privacy/privacyinitiatives/credit.html (accessed Feb. 25, 2005).

9.  How Private Is My Credit Report?, Privacy Rights Clearinghouse / UCAN (revised August 2004)

http://www.privacyrights.org/fs/fs6-crdt.htm
 Suggested Reading:  


 Employment Background Checks: A Guide for Small Business Owners, Privacy Rights Clearinghouse (Sept. 2004) http://www.privacyrights.org/fs/fs16b-smallbus.htm#3 (accessed Mar. 1, 2005).

 Please browse: AnnualCreditReport.com at:  https://www.annualcreditreport.com/cra/index
 Please browse:   FairIsaac’s Site: Credit Education  (especially the links under “Credit Score”) http://www.myfico.com/myfico/CreditCentral.asp  (accessed Oct. 1, 2004).

Gramm-Leach-Bliley Financial Modernization Act (GLB)

10.  Is Your Financial Information Safe?, Privacy Rights Clearinghouse / UCAN (September 2004) 
http://www.privacyrights.org/fs/fs24e-FinInfo.htm
 (accessed Mar. 1, 2005).
11. Financial Privacy: The Gramm-Leach Bliley Act, Federal Trade Commission.  http://www.ftc.gov/privacy/glbact/ (accessed Feb. 22, 2005). Please browse this site, especially GLB in Brief at http://www.ftc.gov/bcp/conline/pubs/buspubs/glbshort.htm
 In the Matter of Petco Animal Supplies, Inc.:  A Case Study (from Class #4): 

 12.  Petco Settles FTC Charges, Federal Trade Commission Press Release (Nov. 17, 2004) 
http://www.ftc.gov/opa/2004/11/petco.htm
 (accessed Feb. 22, 2005).
 13.  Complaint 

http://www.ftc.gov/os/caselist/0323221/041108comp0323221.pdf (accessed Feb. 22, 2005).

 14.  Agreement Containing Consent Order

http://www.ftc.gov/os/caselist/0323221/041108agree0323221.pdf (accessed Feb. 22, 2005).

Sarbanes-Oxley
15.  Lowdown on SOX, News.com 

http://news.com.com/Sarbanes-Oxley+cheat+sheet/2030-7349_3-5465172.html (accessed Mar. 1, 2005)

Offshoring
16.  Offshoring and Privacy Protection, Public Citizen http://www.citizen.org/trade/offshoring/privacy/index.cfm (accessed Mar. 1, 2005).

Privacy Of Medical Information Generally (Note: discussion of medical privacy will likely continue in Class #6)

17.  Whalen v. Roe, 429 U.S. 589 (1977).

18.  Please browse: Medical Privacy, EPIC, http://www.epic.org/privacy/medical/ (accessed Mar. 1, 2005).

19.  Please browse: Medical Information Bureau Web Site, http://www.mib.com/  (especially the “Consumer” pages and “Frequently Asked Questions” http://www.mib.com/html/mib_faqs.html) (accessed March 1, 2005).

Health Insurance Portability and Accountability Act of 1996
20.  Daniel Denoon, HIPAA Rules Explained, WebMD (April 23, 2003) http://my.webmd.com/content/Article/64/72204.htm (accessed March 1, 2005).

21.  Please browse:  Department of Health and Human Services Web Site, Medical Privacy - National Standards to Protect the Privacy of Personal Health Information (especially the materials on this site paying particular attention to the “What’s New in Privacy,” “Background,” and “Privacy Rule” sections) http://www.hhs.gov/ocr/hipaa/  (accessed Mar. 1, 2005).  

22.  RTNDA's Guide To Health Coverage Under HIPAA, Radio and Television News Directors Association, http://www.rtndf.org/foi/hipaafaq.shtml (accessed March  1, 2005).  
Genetic Privacy, Dna, Genome Project
 23.  Lisa Girion, Railroad Settles Suit Over Genetic Testing Workplace: BNSF to Pay $2.2million to 36 Workers Subjected to Secret Program, Los Angeles Times (May 9, 2002) http://www.workrights.org/in_the_news/in_the_news_latimes5-9-02.html (accessed March 1, 2005). 

24.  Iceland Sells its Medical Records Pitting Privacy Against Greater Good, CNN.com (March 3, 2000) http://www.cnn.com/2000/WORLD/europe/03/03/iceland.genes/ (accessed Mar. 1, 2005).

25.  Please browse:  Genetics Privacy and Legislation, Human Genome Project http://www.ornl.gov/sci/techresources/Human_Genome/elsi/legislat.shtml (accessed March 1, 2005).

26.  Please browse: Genetic Privacy, EPIC Web Site http://www.epic.org/privacy/genetic/ (accessed Mar. 1, 2005).
Class #6 (April 9, 2005) –  DATAMINING/TARGET MARKETING/USE AND ABUSE OF CUSTOMER LISTS/PRIVACY POLICIES AND CHILDREN’S ISSUES
In this session, we will take a cost/benefit approach as we investigate the collection, manipulation and distribution (buying, selling and trading) of consumer information.  We will consider some of the industry approaches to self-regulation.  In addition, we will look at childrens’ privacy issues and problems associated with protecting children online.  Student presentations will continue.
1.  Bob Sullivan, Database Giant Gives Access to Fake Firms, MSNBC.com (Feb. 14, 2005) http://www.msnbc.msn.com/id/6969799/ (accessed Apr. 1, 2005).

2.  Please browse:  Choicepoint, EPIC

http://www.epic.org/privacy/choicepoint/default.html
3.  Enforcing Privacy Promises: Section 5 of the FTC Act, Federal Trade Commission Web site 

http://www.ftc.gov/privacy/privacyinitiatives/promises.html (accessed Apr. 1, 2005).

 

4.  How the FTC Brings and Action
http://www.ftc.gov/ftc/action.htm  (accessed Apr. 1, 2005).

5.  Internet Site Agrees to Settle FTC Charges of Deceptively Collecting Personal Information in Agency's First Internet Privacy Case, FTC Press Release  (Aug. 13, 1998)  http://www.ftc.gov/opa/1998/08/geocitie.htm (accessed Apr. 1, 2005). 

6.  Internet Service Provider Settles FTC Privacy Charges, FTC Press Release (Mar. 10, 2005) http://www.ftc.gov/opa/2005/03/cartmanager.htm (accessed Apr. 1, 2005).

7.  In re: Vision I Properties, Agreement Containing Consent Order (Mar. 10, 2005) http://www.ftc.gov/os/caselist/0423068/050310agree0423068.pdf (accessed Apr. 1, 2005).

Suggested Reading:

If you would like more information on other FTC privacy policy cases, please browse: http://www.ftc.gov/privacy/privacyinitiatives/promises_enf.html (accessed Apr. 1, 2005).

 Privacy Trust (Seal) Programs
 

8.  Please browse:  Online Privacy Alliance Web site http://www.privacyalliance.org/
Please pay special attention to Guidelines for Online Privacy Policies http://www.privacyalliance.org/resources/ppguidelines.shtml (accessed  Apr. 1, 2005).

Suggested Reading (browsing):

 TRUSTe Web site http://www.truste.com/
(accessed  Apr. 1, 2005). 

 Better Business Bureau’s BBB Online Web site http://www.bbbonline.com/  (accessed  Apr. 1, 2005).

 

Guidelines for Ethical Business Practice, The Direct Marketing Association (pay special attention to Articles 31-36) http://www.the-dma.org/guidelines/ethicalguidelines.shtml (accessed Apr. 1, 2005).

Loyalty Marketing
 

9.  Kelly Shermach, Whither Loyalty? When Grocery Store Loyalty Programs Close, Are Retailers Moving Backward? The Direct Marketing Association (Mar. 2, 2005) http://www.the-dma.org/cgi/dispnewsstand?article=3429 (accessed Apr. 1, 2005). 

10.  Please browse Consumers Against Supermarket Privacy Invasion and Numbering (CASPIAN) Web site http://www.nocards.org/ (accessed Apr. 1, 2005).

  Childrens’ Online Privacy Protection Act
 

11.  How to Comply With The Children's Online Privacy Protection Rule 
http://www.ftc.gov/bcp/conline/pubs/buspubs/coppa.htm (accessed Apr. 1, 2005).

 
Class #7 (April 30, 2005) – WORKPLACE PRIVACY, IDENTITY THEFT AND OTHER SCAMS AND INTERNATIONAL CONSIDERATIONS 
Here, We will also examine the data subject’s (victim’s) rights and remedies when personal information is used without knowledge and/or consent.  Student presentations will continue.

READINGS:

 

Workplace Privacy:

 

1.  Please browse:  Privacy in the Workplace, American Civil Liberties Union

http://www.aclu.org/Privacy/Privacylist.cfm?c=132 (accessed Apr. 20, 2005).

 

2.  Fraser v. Nationwide Mutual Insurance Company, 352 F.3d 107 (3d Cir. 2003).

 

3.  Employment Background Checks: A Guide for Small Business Owners, Privacy Rights Clearinghouse Fact Sheet (Revised Sept. 2004) http://www.privacyrights.org/fs/fs16b-smallbus.htm (accessed Apr. 20, 2005).

 Suggested Reading:

More information about employment background checks is available from Privacy Rights Clearinghouse:

 

Employment Background Checks: A Jobseeker’s Guide

http://www.privacyrights.org/fs/fs16-bck.htm
 

Background Checks for Volunteers:  What are the Rules?

http://www.privacyrights.org/fs/fs16c-vols.htm
 

For more information on workplace privacy issues generally, browse the following sites:

 

Workplace Privacy, EPIC Web Pages

http://www.epic.org/privacy/workplace/ (accessed Apr. 20, 2005).

 

Privacy and Business, Privacilla.com

http://www.privacilla.org/business/workplace.html (accessed Apr. 20, 2005).


9 to 5: Do You Know If Your Boss Knows Where You Are? Case Studies of Radio Frequency Identification Usage in the Workplace, Rand Corporation (2004)  

http://www.rand.org/pubs/technical_reports/2005/RAND_TR197.pdf (accessed Apr. 20, 2005).

 

Info-Scams:
 

4.  Please browse: Federal Trade Commission Identity Theft Home, FTC Web Site

http://www.consumer.gov/idtheft/ (accessed Apr. 20, 2005).

 

5.  Please browse: Scambusters.org

http://www.scambusters.org/index.html (accessed Apr. 20, 2005).

 

International Privacy Considerations:
 

6.  John Carey, Big Brother's Passport to Pry, BusinessWeek Online (Nov. 4, 2004)  http://www.businessweek.com/bwdaily/dnflash/nov2004/nf2004115_1663_db016.htm (accessed Apr. 20, 2005).

 

7.  Please browse:  US-Visit, U.S. Department of Homeland Security

http://www.dhs.gov/dhspublic/interapp/content_multi_image/content_multi_image_0006.xml
 

8.  Privacy and Human Rights 2004 – Executive Summary, Privacy International (Nov. 14, 2004)

http://www.privacyinternational.org/article.shtml?cmd[347]=x-347-82591&als[theme]=Privacy%20and%20Human%20Rights (accessed Apr. 20, 2005)

 

9.  Please browse:  Privacy and Human Rights 2004- Country Reports (pick a country of interest and note the most glaring difference between this country and the U.S.)  

http://www.privacyinternational.org/article.shtml?cmd[347]=x-347-82611&als[theme]=Privacy%20and%20Human%20Rights (accessed Apr. 20, 2005).

 

10.  Personal Information Protection and Electronic Documents Act: A Guide for Individuals, Office of the Privacy Commissioner of Canada (Mar. 2004) http://www.privcom.gc.ca/information/02_05_d_08_e.asp (accessed Apr. 20, 2005).

 

11.  Please browse:  Export Portal, U.S. Department of Commerce Safe Harbor  http://www.export.gov/safeharbor/
 

  Recommended reading:

 Suggested Reading:
Workplace Privacy/International Threats to Privacy, Privacy International 

http://www.privacyinternational.org/article.shtml?cmd[347]=x-347-82586&als[theme]=Privacy%20and%20Human%20Rights&headline=PHR2004#_Toc396491872  (accessed Apr. 20, 2005).
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