Syllabus for LLM Course on Digital Evidence, Computer Forensics and E-Discovery
Spring 2007

I. Class One:

A. Introduction to Electronic Media / Electronic Discovery 
1. Primer on How Computers Store Information

2. Data Back Up Protocols

3. Portable Storage Devices

4. Operating Systems

5. Introduction to E-Mail Systems

6. World Wide Web

7. Extranets / Intranets

8. IT Philosophies Focused on Disaster Recovery not Preservation of 




Evidence.

B. Introduction to Computer Forensics 

C. Electronic Data and its Overlay with the Law 

1. Criminal 

2. Civil

II. Class Two: Introduction to Civil Discovery Rules and E-Discovery and Data Preservation

A. Discoverability of Electronic Data Generally 

1. Definitions of Document under Federal Rules

2. History of Discoverability of Electronic Evidence

3. Current Trends in Discoverability

B. Duty to Preserve Data 

1. Commencement of the Duty to Preserve Data

2. Spoliation as a Separate Cause of Action

3. Fulfilling the Duty to Preserve

4. Agreed Preservation Orders / Protective Orders 

5. Litigation Tips

C. Methods of Obtaining Electronic Evidence in Civil Discovery 
1. Request to Produce

2. Request for Inspection

3. 30(b)(6) Deposition

D. Discovery Costs 

1. Costs Associated with E-Discovery

III. Class Three:  

A. Sanctions 

1. Rule 11 Sanctions

2. Rule 37 Discovery Sanctions

3. Inherent Powers of the Court

4. Good Faith vs. Intent

5. Case Examples

B. Collection and Production of Electronic Data 

1. Vendors

2. Native Format Issues

C. Experts as it Relates to E-Discovery (.5)

1. Consulting vs. Testifying Experts

2. Certification 

a. Value of “Credentials”

b. Daubert Challenges

3. Variety of Opinion Testimony Available

a. Existence of a particular piece of data.

b. Origin of Email

c. Questioned Document Analysis

IV. Class Four:  Additional Issues

A. Document Retention Policies

1. General Background

2. Litigation Hold Policies

3. Arthur Anderson Decision

B. Evidence Issues Associated with E-Discovery

1. Authentication of E-Data Generally

2. Specific Examples of Evidentiary Issues

C. Malpractice Concerns

1. Standards of Legal Malpractice

2. Cases involving paper discovery

3. Obligations of Outside Counsel in Discovery

4. Zubulake V implications on standard of care
D. Future of E-Discovery

1. Implications of Federal Rules Changes
2. Future Issues
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