IT 848: Computer Crime, Information Warfare, and Economic Espionage Seminar

Course Description and Syllabus

Thursdays, 6:00-9:00 pm
Room 201
Adjunct Professors: 
Keith Chval 312-814-3762; kchval@atg.state.il.us 
Dave Haslett 312-814-3762; dhaslett@atg.state.il.us 

Patrick Zeller 312-269-8516; pzeller@seyfarth.com
Course Description:

This course will offer a practitioner’s perspective of computer crimes and how the criminal justice system is presently coping with this still relatively new phenomena, as well as delve into several discrete topics such as Information Warfare and Economic Espionage.  The first series of class sessions will track issues – technical, investigative, and legal – that arise from the point that a suspected computer crime occurs through to case disposition in court.  Following these sessions, the course will cover various discrete topics of interest such as defense bar perspectives on computer crime, the impact of technology and the Internet in the workplace, information warfare and economic espionage, and Internet safety and ethics.
Grading Criteria and Expectations:

Students are expected to complete reading assignments, attend all class meetings, and contribute to discussions.  Consistent with John Marshall and ABA guidelines requiring substantial class attendance, students will be allowed three absences.  Additional absences will result in a decrease of one grade per additional absence.  
Students will also be expected to complete a “law review note” –style academic paper on a topic to be developed under faculty supervision.  Papers will be presented in class by students at the last class session.
Class participation will also be critical for maximizing class value, and individual grades.  In addition to encouraging active class participation, we will also from time to time assign students various oral advocacy projects such as case briefings and discussion/argument on selected cybercrime issues.

Student grades will consist of 25% for class attendance, 25% class participation, 40% paper, 10% oral presentation.

Course Calendar:

August 31:
Intro/Overview & “Spot the ‘Computer’ Crime”



Reading:
None

Section I: Computer Crime and the Criminal Justice System

Sept 7:

Defining the Playing Field & Investigation Initiation 



Reading:
-Berg, www.wildwest.gov: The Impact of the Internet on

State Power to Enforce the Law, 2000 Brigham Young

University Law Review 1305 (December 2000)

-720 ILCS 5/11-6; 720 ILCS 5/11-20.1; 720 ILCS

5/16D; 720 ILCS 5/16G; 720 ILCS 5/17-24

-“Home smart home” – Chicago Tribune article
-2004 FBI/CSI Survey; available at http://www.gocsi.com
-Review fact scenarios.

Sept 14
No Class

Sept 21:
Investigating Computer Crimes
Sept 28:
Obtaining Digital Evidence Through Legal Process

Oct 5:

Computer Forensics – Technical & Legal Issues

Oct 12:

Courtroom & Trial Issues
Section II: Computer Crime Potpourri for $100

Oct 19:

Defense Bar Perspectives
Oct 26:

Information Warfare and Economic Espionage
Nov 2:

Spotlight on Specific Offenses: Child Exploitation, ID Theft




And On-line Scams, Hacking and Related Bad Acts

Nov 9:

Impact on Society – The Workplace and at Home

Nov 16:
Oral Presentations

