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OBJECTIVE: This seminar seeks to bridge the gap between common and statutory law concepts and problems introduced by the digital computer. Students have an opportunity in this seminar to examine various disciplines in the law from the perspective of modern day computer technology-oriented problems. Subjects include an introduction to computer systems, hardware and software; legal aspects of sale or lease of computer goods and services; issues of contract and tort liability relative to marketing and use of computers; special problems in commercial, intellectual property and information law arising from computer use. 

ATTENDANCE: In accordance with ABA requirements for accredited law schools as adhered to by The John Marshall Law School, students may not be absent from more than 25% of class time if they are to receive a passing grade. If you are unable to attend class, for whatever reason, please let me know (preferably in advance) so that we can make special arrangements as may be necessary and appropriate. Failure to abide by this policy may result in the withholding of course credit or a failing grade, subject to the determination of the Professor and school administration.

GRADING: Students will be graded both on their class participation and upon their completion of two written exercises. Active contributions are key to the learning process of this course which is designed to provide fundamental core concepts that are an essential foundation to the study of IT law and professional success in an active IT practice. Accordingly, the class participation component will make up 30% of the grade. The remaining 70% will be divided between the two written assignments, the first of which will be worth 30% and the final assignment which will be worth 40%. Student work will be evaluated for a demonstration of effort, resourcefulness and presentation. 

To do well in the course the first rule of thumb when completing a writing assignment is to think about whether the work product that you are handing in is something you would feel comfortable giving to the managing partner of your law firm for review. If you would not turn it in to your supervisor at work, please do not give it to me. The second rule of thumb is that I prefer depth over breadth. Please do not simply summarize the current state of the law or technology. Instead pick an area within each assignment that interests you and investigate it in depth.

ASSIGNMENTS: The syllabus below contains the general outline of the course. This outline may change as the course proceeds. There are three primary books you should purchase and read during the course:

"What Just Happened," James Gleick, ISBN: 0375713913

(please finish by Mar. 6th)

"The Cuckoo's Egg," Clifford Stoll, ISBN: 0743411463

(please finish by Apr. 3rd)

"Crypto," Steven Levy, ISBN: 0140244328 

(please finish by Apr. 24th)

All three are available in paperback editions via popular bookstores both online and off (e.g., amazon.com or bn.com). I hope you will find them all relatively light, enjoyable reading that will introduce some of the technical and legal concepts we will discuss in the course. In addition to these three books, there will be additional readings of cases and other supplemental materials for each class. What is listed below is tentative. I will email you links to the supplemental materials before each class meeting with enough notice to give you time to complete the reading before the next class.

OFFICE HOURS/CONTACTING ME: I am always accessible via e-mail or by telephone to address any questions or concerns you may have. I will make a diligent effort to respond to any inquiries within 24 hours. Please understand that at times, however, due to my own pressing matters, it may take me longer to address your issue.

I am looking forward to having each of you in my class this semester and hope, above anything, that our course will provide you with a solid foundation on which to build an understanding of this exciting area of the law. 

-----------------------------

CLASS I (Feb. 14) "TECHNOLOGY 101"

Readings:
None

Narrative:
Merriam-Webster defines a computer as "a programmable electronic device that can store, retrieve, and process data." What exactly does that mean? We use these electronic devices every day, but how do computers store and retrieve data? For that matter, what exactly is "data"? The first class meeting with address Technology 101. Before we can see how computers have changed the law, it's important to understand what a computer is, what it does, and how it works.

Questions:
What is a computer?



How is data stored?



What is a hard drive?



What is RAM?



What is software?



Object code? Source code?



What is a network? The Internet?



How does the DNS system work?

CLASS II (Feb. 21) "TRADEMARKS, DOMAINS, AND AN INTRODUCTION TO DIGITAL IP"

Readings:
What Just Happened (first half)



Brookfield Communications v. West Coast Entertainment



[174 F.3d 1036 (9th Cir. 1999)]



TransUnion LLC v. Credit Research, Inc. 



[142 F.Supp. 2d 1029 (N.D. Ill. 2001)]



Playboy v. Netscape



[2004 U.S. App. LEXIS 442 (9th Cir. Jan. 14, 2004)]



The Sports Authority Michigan, Inc. v. Haywood Jablome



[FA 124861 (Nat. Arb. Forum Nov. 4, 2002)]



H-D Michigan, Inc. v. Chad Morris



[FA 137094 (Nat. Arb. Forum Jan. 29, 2003)]



H-D Michigan, Inc. v. Petersons Automobile



[FA 135608 (Nat. Arb. Forum Jan. 8, 2003)]



Test Masters Educational Services v. Singh Discussion




Narrative:
Offline trademark law is established and stems from the common law, state law, and Federal law. It is established that you can establish a trademark in a word or phrase you use to promote your trade. Multiple users can hold rights in the same mark if they are in different industries (e.g. Delta Airlines, Delta Tools, Delta Faucets). However, online you can only have one delta.com, so who should get it? How are domain disputes resolved?

Questions:
What is a trademark?



What is a domain name?



What is a meta tag?



Can you trademark a domain name?



How do trademarks affect search engines?



What is "domain squatting"?



What is ICANN?

CLASS III (Mar. 6) "LAW, PRACTICE, PRIVACY, AND DATABASES"

Readings:
What Just Happened (second half)



Impact of Technology on the Practice of Law



[http://www.futurelawyer.com/flabar.htm]



Has Technology Improved the Practice of Law



[21 J. Legal Prof. 51]



Could New Technology Cause Great Firms to Fail



[52 Syracuse L. Rev. 1065]



Privacy, Identity, Databases



[52 Am. U.L. Rev. 393]



Privacy and Power



[53 Stan. L. Rev. 1393]

Narrative:
Computers have had massive effects on our society and our lives. On a day-to-day basis, a number of these changes have come as the result of databases which easily store and sort massive amounts of data. Does interconnecting the data from these databases threaten our privacy? Should we care? As attorneys, computers have also caused remarkable changes in the practice of law. From electronic research to electronic discovery to PowerPoint courtroom presentations, technology is an increasingly important a part of every attorney's practice.

Questions:
What is a database?



Do databases threaten privacy?



How does datamining work?



What is a cookie?



Employee monitoring?



How has technology changed the practice of law?



Has the change been positive? Negative?



How will law continue to change with coming technology?



Lawyers marketing online?



Client demands?



Speed of practice?



Electronic discovery?



Power Point trial presentations?

CLASS IV (Mar. 20) "A BIT OF A BYTE OF COPYRIGHT"

Readings:
MAI Sys. Corp. v. Peak Computer



[991 F.2d 511 (1993)]



Sony Computer Entertainment v. Connectix Corp.



[204 F.3d 596 (2000)]



Untangling the Web of Music Copyrights



Who Owns What In the Digital World



The Creative Destruction of Copyright



Indirect Liability for Copyright Infringement



The DMCA's Anti-Device Provisions



Lawrence Lessig's Free Culture Presentation



[http://randomfoo.net/oscon/2002/lessig/free.html]

Narrative:
In the first class we examined how computers represent virtually unlimited types of data using nothing more than bits (1s and 0s). In addition to the flexibility this allows, it also allows very efficient copying of information from one computer to another. This potentially poses a threat to copyright holders. Today one of the issues that brings this clearly to light is P2P transfer of music through Napster, KaZaA, and other similar services. While these services demonstrate the threat computers may pose to copyright holders, they also potentially open entirely new and efficient distribution channels.

Questions:
What is a copyright?



How do you obtain a copyright?



How do you protect a copyright?



How does online data distribution work?



What is a Peer-to-Peer (P2P) network?



What is distributed computing?



Does digital content deserve more protection? Less?



How long should a copyright last?



How is KaZaa different from Napster?

CLASS VI (Mar. 27) "DIGITAL OWNERSHIP: LICENSING"

Readings:
Cuckoo's Egg  (first half)



Specht v. Netscape Commons. Corp.



[306 F.3d 17]



I. Lan Sys. v. Netscout Serv. Level Corp.



[183 F. Supp. 2d 328]



The Shrinkwrap Snafu



[2003 B.Y.U.L. Rev. 1373]



Microsoft XP End User License Agreement



[On class site]



GNU Public License



[On class site]

Narrative:
Licenses are the contracts of the digital world. Whenever you install a piece of software you need to click to "accept" a contract and its terms. Why do you need to do this when installing software, but you don't when you buy a pair of pants? Are these licenses enforceable? When they're on a seal you must break when you open the box? A screen you must click-through in order to install the software? A terms of service agreement linked to on the bottom of a website you visit?

Questions:
Why do you buy a sweater buy license software?



What is a "shrinkwrap" license?



What is a "click-thru" license?



Are these licenses binding?



Acceptable use policies? Privacy policies?



What is "Open Source" software?

[Assignment #1 Distributed at the end of Class V, Due the beginning of Class VII]

CLASS V (Apr. 3) "SPAM, VIRUSES, HACKERS AND OTHER ONLINE NASTINESS"

Readings:
Cuckoo's Egg (second half)



Computer Fraud and Abuse Act



[on class site]



Cybercrimes & Misdemeanors: A Reevaluation of the CFAA



[18 Berkeley Tech. L.J. 909]



A Further Darkside to Unsolicited Commercial Email



[On class site]



How States Can Stay Relevant in the Fight Against Spam



[On class site]

Narrative:
Computers open our homes and businesses to a new route of attack by malevolent actors. Computer viruses, trojan horses, hackers, and spam are all now concerns to every computer user. How can we protect our computers from these threats? And what liability to the authors of these attacks face? Other risks present themselves by the use of computers. For example, what responsibility does a business have to filter email before it arrives in an employee's inbox? If a pornographic spam message arrives and a employer has made no attempt to stop it does the employer effectively create a hostile work environment? These thorny issues must be addressed by the next generation of attorneys.

Questions:
How does a computer virus work?



What is a worm? A trojan horse?



How can you protect yourself: firewalls, virus checkers, etc?



Impact of computers on Criminal Law? New crimes?



Impact on Tort Law?



Stalking online?



Defamation online?



What is spyware?



What are the consequences of spam?

CLASS VII (Apr. 10) "A SMATTERING OF LEGAL COMPLEXITIES THE COMPUTER CREATES"

Readings:
Crypto (first half)



Gator.com Corp. v. L.L. Bean, Inc.



[341 F.3d 1072]



The Internet and the Dormant Commerce Clause



[110 Yale L.J. 785]



The Proper Standard for Identifying Monopolistic Practices



[31 Conn. L. Rev. 1387 (1999)]



Pretext Interview with Brian Arthur



[On class site]



Legal Implications of Network Economic Effects



[86 Calif. L. Rev. 479 (1998)]



Lessons from the Microsoft Case



[52 Hastings L.J. 813 (2001)]

Narrative:
Computers create a number of legal complexities which attorneys need to be aware of. For example, when a user accesses a website online how can you tell where they are coming from? If it's not possible to tell, how can you establish jurisdiction and what is the appropriate venue if a dispute occurs? In another complexity, computers have been the center of a number of anti-trust cases recently. How is computer software different than steel? And should we be more concerned with a monopoly in one than the other?

Questions:
How do you establish jurisdiction online?



What is a "network effect"?



Some of the effects of computers on anti-trust law?



How do wireless networks work?



What are CDMA? GSP? Wi-Fi? GPS? Bluetooth?



Why is the Internet regulated differently from television?

[Assignment #1 is due at the beginning of Class VII. Late assignments will be penalized 1/3 of a grade for each day they are late.]


CLASS VIII (Apr. 24) "PROTECTING SECRETS AND INVENTIONS IN A DIGITAL WORLD"

Readings:
Crypto (second half)



Gottschalf v. Benson



[409 U.S. 63 (1972)]



State Street Bank & Trust v. Signature Financial Group, Inc.



[149 F.3d 1368 (1999)]



Amazon.com "One Click" Patent



[USPTO Site (Patent #5,960,411)]



Amazon.com, Inc. v. Barnesandnobel.com, Inc, 



[73 F.Supp.2d 1228 (W.D. Washingon 1999)]



Uniform Trade Secrets Act



[14 U.L.A. 433 (1985)]

Narrative:
The ease with which things can be copied and transferred in the digital world poses a threat to anyone trying to keep a secret. What advice do you need to provide clients to protect their trade secrets? Their patents? In addition, computers have created a whole new area of invention, to what extent should inventors be allowed to patent innovations they use software to create? Is there something different between making a better algorithm and making a better mousetrap?

Questions:
What is a patent?



Can you patent software?



What is a "business method" patent?



Are these patents enforceable?



How does cryptography work?



What is a trade secret?



How do digital signatures work?



What is a public key? A private key?



What is SSL?

[Assignment #2 distributed at the end of Class VIII, due at 11:59pm the last day of finals. Late assignments will be penalized 1/3 of a grade for each day they are late.]


